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Foreword

This Technical Specification (TS) has been produnethe Open IPTV Forum.

This specification provides multiple options fons® features. The Open IPTV Forum Profiling speatfan will
complement the Release 1 specifications by defitiiegOpen IPTV Forum implementation and deploynpeafiles.
Any implementation based on Open IPTV Forum spegtifons that does not follow the Profiling spedfions cannot
claim Open IPTV Forum compliance.

Introduction

The Open IPTV Forum Release 1 Specification comsitseven Volumes:

Volume 1 - Overview,

Volume 2 - Media Formats,

Volume 3 - Content Metadata,

Volume 4 - Protocols,

Volume 5 - Declarative Application Environment,
Volume 6 - Procedural Application Environment,

Volume 7 — Authentication, Content Protection aedvige Protection (the present document).

The present document, the Authentication, Conteatieletion and Service Protection Specification (Woé 7), specifies
the Authentication, Content and Service Protedtimetionality of the OIPF Release 1 solution.

The requirements for this functionality are derifiemin the following sources:

Open IPTV Forum Service and Platform RequiremenRfb, see [OIPF_SPREQ1];

Open IPTV Forum Functional Architecture for R1, f@éPF_ARCH1.2].
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1 Scope (Informative)

For the system-wide scope, refer to [OIPF_OVIEWLt®n 1.

The scope of the present Volume is content pratectiervice protection, service access protectiser, identification,
user authentication, and user authorisation.

The following sections contain features for whibk triteria that determine under which circumstaribese features are
implemented are out of the scope of the presenirdeat or contain conditional normative statemeetsrring to other
volumes of the Open IPTV Forum specifications:

- 4.1 Terminal-Centric Approach

- 4.1.4 Protected File Formats

- 4.1.5 Protection of MPEG-2 Transport Streams
- 4.2.3 Cl+ based Gateway

- 4.2.3.6 Protected Streaming and File Formats
- 4.2.3.7 Personal Video Recorder

- 4.2.3.8 Time Shifting

- 4.2.4 DTCP-IP based Gateway

- 4.2.4.5 Protected Streaming and File Formats

- 5.4.4 GBA Authentication used by OITF

Copyright 2009 © Members of the Open IPTV Forum
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2 References

2.1 Normative References

2.1.1 Standard References

[3GPP24.109]
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[OIPF_SPREQ1] Open IPTV Forum, “Open IPTV Forum Service and Blatf Requirement”, January 2009.

2.2 Informative References

l [OIPF_OVIEW] l Open IPTV Forum, “Open IPTV — Release 1 Specificatdolume 1 — Overview”, January 2009.

Copyright 2009 © Members of the Open IPTV Forum



Page 11 (87)

3 Terminology and Conventions (Normative)

3.1 Conventions

The key words “MUST”, “MUST NOT”", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrébfuction”, are normative, unless they are exjiiéndicated to be
informative.

3.2 Definitions

Term Definition

Business Token collection of information defined in [MRL BNSP] theontains the service specific informatign
for a given business model

Content and Service | optional gateway function that provides a conversiom a (proprietary) content and service
Protection Gateway protection solution in the network to one thatupported by an OITF, as defined in this
specification

Client Function function that interacts with the Marlin Client Fiion in a Content and Service Protection

Content and Service Key | entity responsible for storing and providing SeeviBrogram, Content Keys and ECM attached
Management Function information

This function MAY be physically co-located with ethfunctions (e.g. the Content Delivery
Network Controller for Content on Demand servicesg [OIPF_ARCH1.2].

This entity has been identified in release 1 jostiistrate informatively the separation between
content encryption which is part of content prefareand content delivery.

Content on Demand back office Content on Demand function in charg&ahching Content on Demand
Encryption Management | encryption.
Function

This entity has been identified in release 1 jastitistrate informatively the separation between
content encryption which is part of content prepareand content delivery.

Content and Service | fnction that handles service protection and cdrpestection for the client in the OITF

Protection

CSP-G Server functional entity in the network that handles conterotection and service protection for the
Content and Service Protection Gateway (CSPG)dnehidential network

CSP-T Server functional entity in the network that handles seevprotection and content protection for the

CSP-T client in the OITF

Marlin Action Token token defined in [MRL BNSP] that is used to trigtiee Marlin Protocols from the Marlin
Client Function in CSP, and from which some infotiova(e.g., business token) is used in th
Marlin protocols

4%

Marlin Client compliant implementation of the Marlin Client thatdefined in [MRL BNSP] and that enables
Function secure communications (Marlin Protocols) with tharlih Server Function in a CSP-T Serve
Marlin Configuration token defined in [MRL BNSP] that includes the lacatinformation of the Marlin Server
Token Function in CSP-T Server with which the CSP comroait@s

Marlin Server compliant implementation of the Marlin Server tiwatlefined in [MRL BNSP] and that enables
Function secure communications (Marlin Protocols) with tharlf Client Function in a CSP

Output Control Output Control Information as defined in [MRL BNS&jd [MRL BBTS]

Information
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Program Key

symmetric key defined in [IEC62455] that encryptsEECM

Scheduled Content

an IPTV service where the playout schedule is fixgén entity other than the User. The
content is delivered to the user for immediate oomsion

Scramble Key

symmetric key that scrambles the content

Server Function

function that interacts with the Marlin Server Ftiog in a CSP-T Server

serviceBaseCID

the part of the Content ID that is the same focaiitent in a service

Service Key

symmetric key defined in [IEC62455] that encryptsE2CM or a Program Key

Single Sign On

method of service access control that enablesgbeta authenticate once and gain access t
the resources of multiple services
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3.3 Abbreviations

Abbreviation Definition

3GPP Third Generation Partnership Project

AG Application Gateway

AKA Authentication and Key Agreement

AKE Authentication and Key Exchange

APDU Application Protocol Data Unit

API Application Programming Interface

AS Application Server

ASM Authentication and Session Management

BBTS Broadband Transport Stream — MPEG-2 transportrstaadefined by [MRL BBTS]
BCG Broadcast Content Guide

BNS Broadband Network Service

BSF Bootstrapping Server Function

bslbf bit string, left bit first

B-TID Bootstrapping Transaction Identifier

CA Conditional Access

CAD Content Access Descriptor

CAT Conditional Access Table

CE-HTML Consumer Electronics — HTML

Cl Common Interface

COD Content on Demand

CSKMF Content and Service Key Management Function
CSPG Content and Service Protection Gateway
CSPG-ClI+ CSPG - CI+ based

CSPG-DTCP CSPG — DTCP-IP based

CSP-T Content and Service Protection — Terminal-Centpprdach
DAE Declarative Application Environment

DCF DRM Content Format

DRM Digital Rights Management

DTCP Digital Transmission Content Protection
DTCP-IP Digital Transmission Content Protection over IPWaks
DTLA Digital Transmission Licensing Administrator
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DvB Digital Video Broadcasting

ECM Entitlement Control Message

EMM Entitlement Management Message

FQDN Fully Qualified Domain Name

GBA Generic Bootstrapping Architecture
HDCP High-bandwidth Digital Content Protection
HN Home Network

HNI — INI Home Network Interface — IMS Gateway Interface
HTML HyperText Markup Language

HTTP Hypertext Transfer Protocol

ID Identity

IEC International Electrotechnical Commission
IG IMS Gateway

IGMP Internet Group Management Protocol
IMPI IP Multimedia Private Identity

IMPU IP Multimedia Public Identity

IMS IP Multimedia Subsystem

IP Internet Protocol

IPMC IP Multicast

IPMP Intellectual Property Management Protocol
IPTV Internet Protocol Television

ISIM IP Multimedia Services Identity Module
ISO International Organization for Standardization
KDF Key Derivation Function

KSM Key Stream Message

M-CID Marlin Content ID

MP4 MPEG-4

MPEG Moving Pictures Experts Group

NAF Network Application Function

NPI Network Provider Interface

OIPF Open IPTV Forum

OITF Open IPTV Terminal Function

OMA Open Mobile Alliance
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PCMCIA Personal Computer Memory Card International Asdinzia
PCP Protected Content Packet

PDCF Packetized DRM Content Format
PES Packetized Elementary Stream

PID Packet Identifier

PIN Personal Identification Number

PKI Public Key Infrastructure

PMT Program Map Table

PVR Personal Video Recorder

QoS Quality of Service

RTP Real-time Transport Protocol

RTSP Real-Time Streaming Protocol

SAA Service Access Authentication
SAML Security Assertion Markup Language
SAS Specific Application Support

SDP Session Description Protocol

SD&S Service Discovery and Selection

SIP Session Initiation Protocol

SRM System Renewability Message

SSL Secure Sockets Layer

SSO Single Sign On

TEK Traffic Encryption Key

TISPAN Telecoms & Internet converged Services & Prototmishdvanced Networks
TLS Transport Layer Security

TLV Type Length Value

TS Transport Stream

uimsbf unsigned integer most significant bit first
UPNnP Universal Plug and Play

URL Uniform Resource Locator

VOD Video On Demand

WAN Wide Area Network

XML eXtensible Markup Language
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4 Content and Service Protection

This section specifies the Content and Serviceeptimn functionality for OIPF Release 1.

It consists of a specification of

e the Terminal-Centric Approach, see section 4.1, and
« the Gateway-Centric Approach, see section 4.2.

4.1 Terminal-Centric Approach

This section specifies the functionality for thePBITerminal-Centric Approach to Content & Servicetection. In
order to do this, this section provides a mappiogfall relevant functions and interfaces from [BIRRCH1.2] to
specific sections of Marlin specifications [MRL BRE

All normative statements in this section and its-sactions apply only in case the Terminal-Cemipproach is
supported by the OITF.

OITFs that support the OIPF Terminal-Centric Apmtogo Content & Service Protection SHALL be compliavith
[MRL BNSP].

NOTE: The criteria that determine under which anstiances the Terminal-Centric Approach is implee@iaire out of
the scope of the present document.

NOTE: The criteria that determine under which anstiances the support for Marlin metering for contenrights
owner settlement is implemented in the OITF areaftihe scope of the present document.

4.1.1 Interfaces for CSP and CSP-T Server

This section describes the interfaces related@&R and CSP-T Server in the Functional Architeatieéscribed in
[OIPF_ARCHL1.2].

4.1.1.1 Scope

The main scope of this section is to describe CE#faces (CSP-1, UNIS-CSP-T) and CSP-T Serverfates
(NPI-CSPx, x =1, 2, 3). CSP-1 is the interfacenaetn CSP and OITF Functions. NSP-CSPx, x = 1, &ethe
interfaces between the CSP-T Server and Providetwdik Functions. This section informatively toushgon the
Marlin License Evaluation and Content Encryption.

Only the UNIS-CSP-T interface and the interfac®&E in CSP-1 are normative. The other interfacesiafiormatively
described for comprehension.

Figure 1 shows the message flow overview.

OITF Providers Network
CsP OITF Function CSP-T Providers
Server Network Functio
CSF-1 NPI-CSPx, x=1,2,.

I UNIS-CSF-T I

Figure 1 CSP-T System Overview
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The four functional entities in Figure 1 are ddsed below:

e CSP in this document consists of Marlin Client Riorcand a part of the Client Function which deaith Marlin
elements.

e CSP-T Server in this document consists of Marlinv&eFunction and a part of the Server Functionciiteals
with Marlin elements.

. OITF Function is the function in the OITF that irgets with the CSP. The OITF Function also interadgth a
Providers Network Function to acquire the necessdoymation for the CSP. How the Providers NetwBtaction
is called in this document depends on the proaebs performed.

*  Providers Network Function is the function in th®@W®ders Network that interacts with the CSP-T 8ertHow the
Providers Network Function is called in this documtngepends on the process to be performed.

Note that the OITF Function with which the CSP caminates is not limited as described in this doauraed may
vary depending on the implementation of the OITF.

4.1.1.2 Interface CSP — CSP-T Server (UNIS-CSP-T)

When requested from a native application or from@BAE application to handle a Marlin Action Tokenao
MIPPVControlMessage, see section 4.1.7.3, the GHRLE act as a Marlin DRM Client and SHALL performavlin
Protocols as specified in [MRL BNSP]. Furthermdrthéere are no available rights when trying to csetent, the CSP
SHALL comply with [MRL BBTS] and [OMARLIN] and SHAL try to use the URL specified in the content toaice
new rights.

In both cases, the CSP-T Server SHALL comply withrlvh Protocols as specified in [MRL BNSP].
These protocaols are:

- Marlin registration: Node acquisition and Link agition.

- Marlin de-registration.

- Marlin License acquisition.

Marlin Protocols are described in section 4.1.1.4.

4.1.1.3 Interface CSP-OITF Function (CSP-1)

The DAE DRM Agent API, as defined in [OIPF_DAE] sea 7.3, triggers handling of DRM Message, e.grivia
Action Token, MIPPVControlMessage or Marlin Liceng¢hen the sendDRMMessage API is called for a
DRMSystemID set to the value defined for Marlin,JGISHALL forward the DRM Message to the CSP funetio

Typical DRM events SHALL be triggered by CSP to D& A/V or video/broadcast object when contentreirbe
played, recorded or time shifted, due to a lackgifts (no license, invalid license) or parentattcol locking (cf. 4.1.3).
These events are defined in [OIPF_DAE] section37.Bhe DRMSystemID of these events SHALL be s¢héovalue
defined for Marlin.

A DAE application or native application MAY use DRMntrolinformation, defined as an extension to Raseltem in
[OIPF_META], present in the BCG and SD&S retrievmdthe metadata client. SilentRightsURL, PreviewRit RL
and RightsURL in DRMControlinformation MAY be usealget updated rights. If the DRMSystemID in
DRMControlinformation is set to the value defined Marlin, the application SHALL forward the DRMRateData, if
present, to the CSP. A DAE application SHALL useddegRMMessage, defined in [OIPF_DAE] section 7.3fotavard
the DRMPrivateData.

All objects defined in [OIPF_DAE] that are requekte handle a content-access descriptor, definf@liRF_DAE]
SHALL check if the content-access descriptor ine@®RMControlinformation. These objects or the ulyitey
functions SHALL forward the available DRMPrivate@ah the DRMControlinformation to the CSP if the
DRMSystemlD is set to the value defined for Marlin.

NOTE: The DRMSystemID is defined in section 4.1 forlMarlin.
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4.1.1.4 Marlin Protocol Sequences (Informative)
4.1.1.4.1 Marlin Registration (Informative)

Marlin Registration provides functions which enaél®arlin Client Function in CSP to register to arth domain.
Marlin Registration consists of Node Acquisitiorddrink Acquisition.

4.1.1.4.1.1 Node Acquisition (Informative)

Node Acquisition provides an Octopus Node Objemtifia Marlin Server Function in CSP-T Server to alMlient
Function in CSP.

Note that Node Acquisition is performed prior te ttespective Link Acquisition to provide the Octspliode Objects
necessary for the Link Acquisition.

Marlin Node Acquisition Protocol is triggered byarlin Action Token for Node Acquisition (hereaftdode
Acquisition Action Token) from CSP. The OITF Fumctiacquires the Node Acquisition Action Token amghtthe
OITF Function feeds it to CSP. After CSP acquimsasponding Marlin Configuration Token from CSFs@&rver, CSP
executes Marlin Node Acquisition Protocol with CEFServer. Note that Marlin Node Acquisition Protbisoto provide
one Octopus Node Object per its request and respons

The message flow in case of Node Acquisition isnghim Figure 2.

OITE Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Serve Applications Profile
1. UNIS-6 ~
N
) 1. NP-17 )
1. UNIS-6 < L=
< \ >4
<
2. UNIS-6 N 3. NP-17
Node Acquisition Action Token Acquisitign 4. NPI-17 (Bugirjess Token,
o |e O NP-CSPY % cerinformatior
6. UNIS-6(Node Acquisitio 7
7. CSK-1 Action Token) e
8. UNIS-CSF-T ~
Marlin Configuration Token Acquisition )
8. UNIS-CSEF-T (Marlin Configuration Toker
< A\ 4
9. UNIS-CSF-T A~ .
frequesi » 10. NPI-CSF-1a (Business Toxeg# 1 heck
Marlin Node AcquisitigrProtoco o ) - Lheéc
13. UNIS-CSE-T [reannnse %2. NPI-CSP-1a (Authentlcatl\og regsutf) siness Token

\J

Figure 2 Node Acquisition Sequence
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In Node Acquisition Sequence, the following steps @erformed:

1.

2.

© N

10.

11.
12.

13.

The OITF Function (e.g. DAE) communicates with IPApplications and IPTV Service Profile function via
UNIS-6 and NPI-17 for Node Acquisition

Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in step 1), the OITF Fandg.g.
DAE application) sends the request for the Nodeuisition Action Token to the IPTV Applications byNIS-6.
When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWBe
Profile function via NPI-17 to get the necessamiimation to generate the Node Acquisition Actiookén.
Receiving the request from IPTV Applications, tRdV Service Profile function sends Business Tokwmh @ser
information to IPTV Applications.

Given the information from the IPTV Applicationshen there is no Octopus Node for the given userinétion,
the CSP-T Server generates Octopus Node and deseiser information with the Octopus Node, so @flP-T
Server can check for the existence of the OctomdeNext time from the user information. Then tI8PET Server
correlates the Business Token with Octopus Nodéainthe CSP-T Server can provide the corresporn@isigpus
Node from the Business Token included in the (Maklbde Acquisition Protocol) request.

IPTV Applications sends the Node Acquisition Actibaken to the OITF Function by UNIS-6.

The OITF Function sends the Node Acquisition Acfimken to the CSP by CSP-1.

When the CSP does not have a corresponding Madifiguration Token, the CSP gets the Marlin Configion
Token from the CSP-T Server by referring to the UiRkcified in the Node Acquisition Action Token.

Given the Node Acquisition Action Token, the CSRdsea (Marlin Node Acquisition Protocol) requesCsP-T
Server by UNIS-CSP-T.

To check the request from the CSP, the CSP-T Sserets the Business Token (and possibly othertaita such
as client version, model, etc... extracted from #guest) to the IPTV Service Profile function.

The IPTV Service Profile function validates thealegceived from the CSP-T Server.

If validation succeeds, the IPTV Service return€&P-T Server the data necessary to fulfil the @&BRest. If
validation fails, an error is returned to the CSBérver.

The CSP-T Server sends a Marlin (Node Acquisitir@sponse message to the CSP. This response indlitldes
the Octopus Node correlated to the Business Todenis the original CSP request, or an error messaglefined
in [MRL BNSP].

! Note that, although NPI-17 is assumed as thefaterfor communication between IPTV Applicationsl 4RTV
Service Profile, in the case of the managed netww#el, NPI-2 and NPI-6 may be used instead.
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4.1.1.4.1.2 Link Acquisition (Informative)

Link Acquisition provides an Octopus Link from MirlServer Function in CSP-T Server to Marlin Cli€uainction in
CSP.

Note that this sequence assumes that the corresigoNdde Acquisition has already been performeaben the CSP
and CSP-T Server.

Marlin Link Acquisition Protocol is triggered byMarlin Action Token for Link Acquisition (hereaftéink Acquisition
Action Token) from CSP. The OITF Function acquites Link Acquisition Action Token, and then the GlFunction

feeds it to CSP. After CSP acquires correspondiagiMConfiguration Token from CSP-T Server, CSRaites
Marlin Link Acquisition Protocol with CSP-T Server.

The message flow in case of Link Acquisition iswhan Figure 3.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications Profile
1. UNIS-6 P
d ~
1. NP-17 )
1. UNIS-6
A\ >4
2. UNIS-6 A 3 NP-17
i isiti i isiti 4. NPI-17 (Buginess Token,
Link Acquisition gctgslg?gifi:;qwsmon 5. NP-CSP;’ < e iﬁlfé'r)fnatior
Acquisition Action Tokdn) 7
. 7.CSF1
8. UNIS-CSF-T ~_p
Marlin Configuration Token Acquisition
8. UNIS-CSF-T (Marlin Configuration Toker
- \V
9. UNIS-CSF-T N .
10. NPI-CSP-14 (Business Toke
[request MessagelD)
N i 11. Check
Marlin Link AcquisitionProtoco Business Token
12. NPI-CSP-19 (Authenticationfresult)
13. UNIS-CSF-T [response
14. UNIS-CSF-T [confirmation 15. Check Protocbl Inf
16. NPI-CSP-14a| (resultCode, MessagelD)
17. Store the

Figure 3 Link Acquisition S

In Link Acquisition Sequence, the following stepe aerformed:

1.

6 and NPI-17 for Link Acquisitioh

equence

resul

The OITF function (e.g. DAE) communicates with IPRgplications and IPTV Service Profile function \WiiNIS-

% Note that, although NPI-17 is assumed as thefaderfor communication between IPTV Applicationsl 4RTV
Service Profile, in the case of the managed netwarel, NPI-2 and NPI-6 may be used instead.
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10.

11.
12.

13.

14.
15.

16.
17.

Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in step 1), the OITF Fandig.g.
DAE application) sends the request for the Link #is@iion Action Token to IPTV Applications by UNIG-
When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWiBe
Profile function by NPI-17 to get necessary infotima to generate the Link Acquisition Action Token,
Receiving the request from IPTV Applications, tRgV Service Profile function sends Business Tokah @ser
information to IPTV Applications.

Given the user information from the IPTV Applicatsy the CSP-T Server finds the information of Oupode
which corresponds to “From Node” and “To Node”. ilibe CSP-T Server correlates the Business Tokdm wi
“From Node” and “To Node” so that the CSP-T Seman check the information in (Marlin Link Acquisiti
Protocol) request.

IPTV Applications sends the Link Acquisition Actidioken to the OITF Function by UNIS-6.

Given the Link Acquisition Action Token, the OITRikction sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madirfiguration Token, the CSP gets the Marlin Confégion
Token from the CSP-T Server by referring to the Wipkcified in the Link Acquisition Action Token fNIS-
CSP-T.

Given the Link Acquisition Action Token, the CShde a (Marlin Link Acquisition Protocol) requesttte CSP-T
Server.

To check the request from the CSP, when the rednestles the correct combination of Business ToKErom
Node”, and “To Node”, the CSP-T Server sends arBassi Token and MessagelD to the IPTV Service Rrofil
function by NPI-CSP-1a. The MessagelD is a unigiy@amnd the same MessagelD is set among requgsbnss
and confirmation, so that IPTV Service Profile ftion can use the MessagelD to correlate requesiprese, and
confirmation.

The IPTV Service Profile function validates theadegceived from the CSP-T Server.

If validation succeeds, the IPTV Service Profiladtion returns to CSP-T Server the data necessduyfil the
CSP request. If validation fails, an error is read to the CSP-T Server.

The CSP-T Server sends a Marlin (Registration)aoesp message to the CSP. This response incluties gie
registration agent correlated to the Business Taken in the original CSP request, or a fault mgsse defined in
[MRL BNSP].

The CSP sends a (Marlin Link Acquisition Protoddnfirmation to the CSP-T Server by UNIS-CSP-T.

The CSP-T Server checks the resultCode (i.e. ss@regilure for registration in CSP), and therrasathe “From
Node” and “To Node” information by correlating withe user information so that CSP-T Server can ggna
Marlin domain information for the user.

The CSP-T Server sends the resultCode and the N&sé0 the IPTV Service Profile function by NPI-ESa.
The IPTV Service Profile function stores the reSolie in connection with the user information fraeps4.

Copyright 2009 © Members of the Open IPTV Forum



Page 22 (87)

4.1.1.4.2 Marlin Deregistration (Informative)

Marlin Deregistration provides functions which elgablarlin Client Function in CSP to deregister franMarlin

domain.

Note that this sequence assumes that the corresigoNdde Acquisition and Link Acquisition have aldy been
performed between the CSP and CSP-T Server.

Marlin Deregistration Protocol is triggered by aritaAction Token for Deregistration (hereafter Bgistration Action
Token) from CSP. The OITF Function acquires theeDestration Action Token, and then the OITF Funtfieeds it to
CSP. After CSP acquires corresponding Marlin Camfigion Token from CSP-T Server, CSP executes Marli

Deregistration Protocol with CSP-T Server.

The sequence of deregistration messages is sholigure 4.

OITF Providers Network
CSP OITE Eunction CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications Profile
1. UNIS-6 A~
P
) 1. NP-17 ’
1. UNIS-6
“ A\ >4
<.
2. UNIS-6 | 3.NP7 _ |
i i i isiti 4. NPI-17 (B E'wess Token,
Deregi traélolr;'\,:cstl_cgn Token Acquisition 5 NP-CSP) <« inforrglé%ol
h (Deregistration Action Token) ~
_ 7.CSF1
8. UNIS-CSF-T L
Marlin Configuration Token Acquisition )
8. UNIS-CSF-T (Mfarlin Configuration Toker
< \4
9. UNIS-CSF-T N
10. NPI-CSP1al(Business A\
[request Token, Messagpll
Marlin DeregistratiorHrotoco 11. _Check
Business Token
12. NPI-CSP-19 (Authenticationfresult)
13. UNIS-CSF-T [response \V/
. S-CSF- confirmatior I
14 UNISCSFT [ ] 15. Check Protocpl Inf
V 16. NPI-CSP-1a [resultCode, MessagelD)
17. Store the

Figure 4 Deregistration Sequence

In this deregistration sequence, the following stere performed:

1.

6 and NPI-17 for Marlin Deregistratiin

resul

The OITF function (e.g. DAE) communicates with IPRgplications and IPTV Service Profile function WilNIS-

% Note that, although NPI-17 is assumed as thefaderfor communication between IPTV Applicationsl 4RTV
Service Profile, in the case of the managed netww#el, NPI-2 and NPI-6 may be used instead.

Copyright 2009 © Members of the Open IPTV Forum



Page 23 (87)

10.

11.
12.

13.

14.
15.

16.
17.

Given the Marlin Action Token URL (e.g. embeddetbithe web page obtained in step 1), the OITF Fonde.qg.
DAE application) sends the request for the Deregfisin Action Token to the IPTV Applications by USHG.
When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWiBe
Profile function by NPI-17 to get necessary infotima to generate the Deregistration Action Token.
Receiving the request from IPTV Applications, tRgV Service Profile function sends Business Tokah @ser
information to IPTV Applications.

Given the user information from the IPTV Applicatsy the CSP-T Server finds the information of Ouspode
which corresponds to “From Node” and “To Node”. ilibe CSP-T Server correlates the Business Tokdm wi
“From Node” and “To Node” so that the CSP-T Seman check the information in (Marlin Deregistration
Protocol) request.

IPTV Applications sends the Deregistration Actiook&n to the OITF Function by UNIS-6.

Given the Deregistration Action Token, the OITF Etimn sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madirfiguiration Token, the CSP gets the Marlin Confégion
Token from the CSP-T Server by referring to the Wipkcified in the Deregistration Action Token.

Given the Deregistration Action Token, the CSP sem@larlin Deregistration Protocol) request to @&P-T
Server by UNIS-CSP-T.

To check the request from the CSP by the IPTV $erRirofile function, when the request includescieect
combination of Business Token, “From Node”, and Nade”, the CSP-T Server sends a Business Token and
MessagelD to the IPTV Service Profile function b INCSP-1a. The MessagelD is a unique id and the sam
MessagelD is set among request, response, androatifin so that IPTV Service Profile function cae uhe
MessagelD to correlate request, response, androwifon.

The IPTV Service Profile function validates theadegceived from the CSP-T Server.

If validation succeeds, the IPTV Service Profiladtion returns to CSP-T Server the data necessduyfil the
CSP request. If validation fails, an error is read to the CSP-T Server.

The CSP-T Server sends a Marlin (Deregistratiospaase message to the CSP. This response inditdesthe
deregistration agent correlated to the Busines®ii@kent in the original CSP request, or an err@sage as
defined in [MRL BNSP].

The CSP sends a (Marlin Deregistration Protocohfdmation to the CSP-T Server by UNIS-CSP-T.

The CSP-T Server checks the resultCode (i.e. ss@regilure for deregistration in CSP) and Mesdégeand then
stores the “From Node” and “To Node” information doyrrelating it with the user information, so tiG8P-T
Server can manage Marlin domain information foruker.

The CSP-T Server sends the resultCode and the N850 the IPTV Service Profile function by NPI-ESa.
The IPTV Service Profile function stores the reSolie in connection with the user information fraeps4.
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4.1.1.4.3 Marlin License Acquisition (Informative)

License Acquisition provides functions which enaldlarlin Client Function in CSP to obtain a Marlifcense.

Marlin License Acquisition Protocol is triggered &Marlin Action Token for License Acquisition (leafter License

Acquisition Action Token) from CSP. The OITF Fumetiacquires the License Acquisition Action Tokemd ¢ghen the
OITF Function feeds it to the CSP. After CSP aapizorresponding Marlin Configuration Token fromPCEE Server,
CSP executes Marlin License Acquisition Protocahv@SP-T Server.

The sequence of license acquisition messages vensimoFigure 5.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service CSKMF
(e.g. DAE) Server Applications Profile
1. UNIS-6 ~ .
> P
) 1.NP-17 ’
1. UNIS-6
< \ "4
2. UNIS6 A 3. NPH7
License Acquisitiorn] Action Token Acquisition ) 4. NPI-17 (Bugirless Token,
5. NP-CSP1 : ;
6. UNIS-6 (License | user informatior
“Acquisition Action Token) ~
| 7.CSk1
8. UNIS-CSF-T] ~ o
Marlin Configuration Token Acquisition
8. UNIS-CSF-T|(Marlin Configuratiory Tgker
< A\ >4
9. UNIS-CSF-T|
TAVS 10. NP-CSF-1a (Business Tokg
[request >
| 11. NPI-CSP-1a|(M-CID, Usage)lrformation)
l A
Marlin License AcquisitiorProtoco 12. NP-CSPB (M-CID) —
| 13. NPI-CSH3 (Content Key, M-CID) )
14. UNIS-CSF-T [response < ~

Figure 5 License Acquisition Sequence

In this sequence, the following steps are performed

1. The OITF Function (e.g. DAE) communicates with IPAplications and IPTV Service Profile function via

UNIS-6 and NPI-17 for License Acquisitiin

2. Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in stepl), the OITF Fundiog.
DAE application) sends the request for the Licefsguisition Action Token to the IPTV Applicationy tUNIS-6.

3. When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWBe
Profile function by NPI-17 to get the informatioaagssary to generate the License Acquisition AcTioken.

“ Note that, although NPI-17 is assumed as thefaterfor communication be tween IPTV Applicatiomsl dPTV

Service Profile, in the case of the managed netwarel, NPI-2 and NPI-6 may be used instead.
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4. Receiving the request from IPTV Applications, tRdV Service Profile function sends Business Tokwmh @ser
information to IPTV Applications. This user inforti@n for License Acquisition also indicates “BouttdNode” of
the Marlin License.

5. Given the information from the IPTV Applicationset CSP-T Server correlates the Business Tokentheth

“Bound to Node” so that the CSP-T Server can ctibeknformation in a (Marlin License Acquisitiond®ocol)

request.

IPTV Applications sends the License Acquisition idotToken to the OITF Function by UNIS-6.

Given the License Acquisition Action Token, the ®lFunction sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madnfiguration Token, the CSP obtains the Marlin

Configuration Token from the CSP-T Server by referto the URL specified in the License Acquisitidotion

Token.

9. Given the License Acquisition Action Token, the C&fads a (Marlin License Acquisition Protocol) resfuto the
CSP-T Server by UNIS-CSP-T.

10. To check the request from the CSP, when the redquastles the correct combination of Business T adeah
“Bound to Node”, the CSP-T Server sends a Busifieken to the IPTV Service Profile function by NPEE-1a.

11. The IPTV Service Profile function validates thealegceived from the CSP-T Server. If validationsfaén error is
returned to the CSP-T Server. If validation suceseétk IPTV Service Profile function returns to CBBerver the
data necessary to generate the Marlin Licensejstorgsat a minimum of:

*  M-CID (Marlin Content ID)
» Usage Information which includes the content usaggs

12. To get the corresponding Content Key, the CSP-Te3exends the M-CID to the CSKMF by NPI-CSP3.

13. When receiving the information, the CSKMF looks fiee corresponding Content Key (*) by M-CID, anétth
sends the Content Key (*) and M-CID to the CSP-Tv&eby NPI-CSP3.

14. The CSP-T Server sends a Marlin (License) resporessage to the CSP. This response includes #ither
License correlated to the Business Token sentemtlginal CSP request, or an error message asedefin [MRL
BNSP].

* When the content is protected by Scramble Key &edvice Key (or Program Key), the Service KeyRoogram Key)
is provided from CSKMF to CSP-T Server instead ohtent Key. See section 4.1.3, for a brief explianadf such
encryption scheme.

© N

4.1.2 Protected Content Usages
Protected content usages include: playback, reegrdime shifting.

Protected content can be played from a native egubin or from a DAE application using A/V plug-om
video/broadcast object as defined in [OIPF_DAE]

Protected content can be time-shifted from a natjpygication or from a DAE application using videwadcast object
as defined in [OIPF_DAE]

Protected content can be recorded from a nativicagipn or from a DAE application video/broadcabject as defined
in [OIPTV_DAE]

CSP SHALL control protected content usages as ééfin [MRL BNSP] for License evaluation and [MRL BB] for
ECM control. See also section 4.1.3 for an overview

If usages are not allowed, CSP SHALL block the comstion of program (i.e. stop descrambling) and EHAenerate
the appropriate event (no rights, parental comtrcking) to the calling application, i.e. nativepdipation or DAE object.
The DAE AV or video/broadcast object SHALL triggbe event to the calling DAE application as spedifin 4.1.1.3.

For MPEG-2 TS, usages SHALL be controlled at ea€MEhange. For other file formats, usages are ottt only
when requesting the usage.

4.1.2.1 Marlin License Evaluation (Informative)

4.1.2.1.1 License Evaluation (for (P)DCF [OMARLIN] or Marlin IPMP [MRL FF]) (Informative)

This section describes the informative overvievihaiv Marlin data objects acquired via Marlin Protiscare used for
consumption of protected contents, such as rengleriexporting.

Figure 6 shows the message flow of License Evalnati
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OITE

CSpP Stream Session DAE Decrypt
Mgmt. and Contrd|

_1. Content URL, (M-CID), Operation

2. Check license 1. M-CID, Operation

&

3. Conten Key, AttachedUsagelpformatior

4, Content, Conter Key, AttachedUsagelpformatior

Figure 6 License Evaluation Sequence

In order to gain access to a protected conterisdielow are performed:

1. OITF Function such as DAHriggers the evaluation of a corresponding Makiitense at CSP via Stream Session
Management and Control by providing following infaation:

« Content URL: the protected content to be accessed.

e Optionally, M-CID (Marlin Content ID): Id of the ptected content to be accessed. The M-CID canbaso
retrieved from the content, ContentAccessDescrifiddf VF_DAE], BCG, or SD&S [OITVF_META].

e Operation: operation to perform with the proteatedtent (e.g., render, export).

2. The Marlin Client Function in CSP is required tech the following:
*  The PKI signatures on the Marlin data objects eeldb the protected content are validated. Fot trus
management of Marlin, see section 9 of [MRL CORE].
*  The usage rule specified in the Marlin data objémtshe protected content is valid for CSP.
3. Ifthe license evaluation succeeds, the CSP rethmsorresponding Content Key and attached usdgenation

such as Output Control Information (if any) to Bieeam Session Management and Control. Othentiee; EP
responds with an error.

4. The Stream Session Management sends the receivadnfoContent Key and attached usage informatothe
Decrypt function.

® Note that, although DAE is used as a functiomigmyer the License Evaluation, this is only foustrative purposes and
other OITF function can be used, such as OITF ehe@pplication depending on the design of the OITF
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4.1.2.1.2 License Evaluation (for MPEG-2 Transport  Stream) (Informative)

Figure 7 shows the message flow of License Evalnatiith Scramble Key Decryption.

2. Check Iicen&e A

5. Decrypt
Scramble key (

OITF

CSP Stream Session DAE Decrypt
Mgmt. and Contrd|

1. Content URL, (M-CID), Operation

1. M-CID, Operation

3. Attached Usage Informati

A 4

4. ECM

6. Scramble Key, Attached Usage and ECM
Information

7. Content, Scrample Key, Attached Usage and
ECM information e

Figure 7 Scramble Key Decryption Sequence

When the content is encrypted by Scramble Key,nseeEvaluation and Scramble Key Decryption sequbatmwv is
followed:

1.

OITF Function such as DAHriggers the evaluation of a corresponding Mallitcense at CSP via Stream Session
Management and Control by providing following infaation:
»  Content URL: the protected content to be accedsech( or remote URL).
e Optionally, M-CID (Marlin Content ID): Id of the ptected content to be accessed. The M-CID canb&so
retrieved from the content, ContentAccessDescrifiddf VF_DAE], BCG, or SD&S [OITVF_META].
e Operation: operation to perform with the proteatedtent (e.g., render, export).
The Marlin Client Function in CSP is required t@ck the following:
*  The PKI signatures on the Marlin data objects eeldb the protected content are validated (sigeafuK.
and certificate chain is successfully chained ugnéoMarlin Trust Anchors).
*  The usage rule specified in the Marlin data objémtshe protected content is valid for CSP.
If the license evaluation succeeds, the CSP reattashed usage information such as Output Colmtfotmation
(if any) to the Stream Session Management and Gloftherwise, the CSP responds with an error.
The Stream Session Management and Control prowid&CM to the CSP. The ECM includes a Scramble Key
encrypted by a Service or Program key and attaBl@&d information including the Encryption Algorithfirype,
Parental Control Information, recording controldmhation and Output Control Information.
The CSP checks the ECM on integrity. If this is Gike CSP decrypts encrypted Scramble Key with gpeapriate
key, and, based on the combined Output Controrinétion in the ECM and license, the CSP determipsiated
Output Control Information as specified in [MRL BBT.
The CSP sends Scramble Key and attached usageGividriformation to the Stream Session Management and
Control.
The Stream Session Management sends the receivednt,aScramble Key and attached usage and ECM
information to the Decrypt.

Note that the sequence assumes that Stream Sé&simgement and Control is trusted by the CSP aatdtitle
Scramble Key, permission to perform the requespetation and attached usage information are trenesf@ver a
secure channel.

® Note that, although DAE is used as a functiomigmyer the License Evaluation, this is only foustrative purposes and
can be performed by another OITF function, suc®Ed$ embedded application, depending on the desigine OITF.
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4.1.3 Content Encryption (Informative)

This section contains an informative overview oh@mt Encryption to clarify sequences related tot€ot Key, Service
or Program key, and Scramble Key in section 4.131aad 4.1.2.1.

Figure 8, Figure 9 and Figure 10 show the mesdages of Content Encryption.

Content on Demand Encryption Content and Service Key Content Storage
Management Function Management Function
1. NP-U (M-CID) Ve
‘2. NP-U (Content Key) g
- \J

3. Content
encryptio

Figure 8 Content on Demand Encryption Sequence uginContent Key (for (P)DCF [OMARLIN] or Marlin IPMP
[MRL FF])

4. NP-T (M-CID, protected content)

»
>

When (P)DCF [OMARLIN] or Marlin IPMP [MRL FF] Conté On Demand is encrypted using Content Key, the
following steps are performed in Content Encrypequence:

1. The Content on Demand Management requests fortaerttospecified by M-CID (Marlin Content ID), the Gtent
Key to use.
2. The Content and Service Key Management functiaurmstthe Content Key.

3. The Content on Demand Encryption Management Fumd¢dionches encryption of the content in the clesamgithe
M-CID (Marlin Content ID) and Content Key. The peoted content is generated.

4. The Content on Demand Management stores the pedteontent in the Content Storage.

Content on Demand Encryption Content and Service Key Content Storage
Management Function Management Function
1. NP-U (M-CID) Ve

2. NP-U (Content Key, ECM attached infofmnjation)

3. ECM generatio \
and insertion, C

possibly partial

stream encryption | 4. NP-T (M-CID, protected content)

\ 4

Figure 9 Content on Demand Encryption Sequence uginContent Key (for MPEG-2 TS)

When MPEG-2 TS Content on Demand is encrypted uSimmgent Key, the following steps are performe@ontent
Encryption Sequence:

1. The Content on Demand Management requests foroithtermt item specified by M-CID (Marlin Content IDhe
Content Key and ECM attached information, including Encryption Algorithm, Parental Control Infortioa and
Output Control Information, to use.

2. The Content and Service Key Management functiaurmstthe Content Key and ECM attached information.

3. The Content on Demand Encryption Management Fumd¢dionches encryption of the content in the cl8aramble
Keys are generated and the content is encrypted tisese Scramble Keys. The Scramble Keys are jgteciyising
the Content Key. ECMs that include Scramble Key$@novided ECM attached information are inserted the
protected content.
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4. The Content on Demand Encryption Management Fumstiores the protected content in the Content §éora

Multicast Content Content and Service Key Transport Processin
Delivery Function ManagemenfEunction Function

1. NP-K (M-CID, Service and Program kegCM attached [nformation)

2. ECM generation
and insertion, st(g’am

encryption 3. UNIT-17M (protected scheduled content)

Figure 10 Content Encryption Sequence using ScramblKey (for Scheduled MPEG-2 TS Content)

When MPEG-2 TS Scheduled Content is encrypted bgrigle Keys then the Scramble Keys are encrypteal by
Service or Program key, the following steps ardégoered in Content Encryption Sequence:

1. The Content and Service Key Management functiodséme M-CID (Marlin Content ID), Service key and
possibly a Program key, ECM attached informatiatuding Encryption Algorithm, Parental Control Infoation
and Output Control Information to the Multicast @amt Delivery Function.

2. The Multicast Content Delivery Function generatesafble Keys and then encrypts clear content ubiese
Scramble Keys. Then the Multicast Content Deliieanction encrypts the Scramble Keys using the Serkey
or Program Key. When the Program Key is used forygtion of Scramble Keys, the Multicast Contentilay
Function encrypts the Program Key using the Seigieg An ECM that includes the encrypted Scrambdyand
provided ECM attached information is inserted itite protected content.

3. Protected scheduled content is sent to the TrahBpocessing Function through UNIT-17M.

4.1.4 Protected File Formats
The protected file formats supported in the prespatification are:

* the OMA (P)DCF file formats, including Marlin spéciextensions in an OMA compatible way, as defiired
section 4 of [OMARLIN],

« the Marlin IPMP file format as specified in sectid13 of [MRL FF],
« the MPEG-2 TS file format as specified in sectioh.3.

NOTE: this section lists three different protectiéel formats supported by this specification. Thitecia that determine
under which circumstances which one or more ofglig$mplemented are out of the scope of the pteksument.

4.1.5 Protection of MPEG-2 Transport Streams

If the OITF falls under the criteria in [OIPF_AV®&r mandatory support of the unprotected MPEG-Zar8at, the
OITF SHALL support the Marlin protected MPEG-2 T@rhat, as defined in this section and its sub-sesti
Otherwise, the support of the Marlin protected MPEGS format as defined in this section and itssettions is
OPTIONAL.

If the OITF falls under the criteria in [OIPF_AV®&r mandatory support of the unprotected time sedndPEG-2 TS
format, the OITF SHALL support the Marlin protectiéaie stamped MPEG-2 TS format, as defined ingbistion and
its sub-sections. Otherwise, the support of theliklarotected time stamped MPEG-2 TS format asnaefiin this
section and its sub-sections is OPTIONAL.

4.1.5.1 Context

Transport of conditional access messages in MPEHG-B defined by DVB. CA_descriptors (Conditionatass
descriptor) are used to signal the presence ofitondl access information in the stream. Condaicaccess messages
are transported in short MPEG-2 TS private sedsection_syntax_indicator = 0). Two types of messaaye
considered:
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— ECM messages, which are linked to descramblinggszccriteria and Control Words (TEK). These message
signalled in the CA_descriptor in the PMT. ECM Magss should have a high repetition rate in ordefltav quick
programme access.

— EMM messages, which are linked to rights managenidi@se messages are signalled in the CA_desciiptbe
CAT. These messages’ repetition rate should batdetad end level in order to comply with the ofmTr®oS
requirements.

PAT (PID=0x00)
Program 1: PID=0x82 =
Program 2: PID=0x87 |
PMT (PID=0x82)
ProgramID=144342
Video: PID=0x32 ECMs (PID=0x35)
Audio: PID=0x33 B
CA-Info1: PID=0x34. Not Specified
CA-Info2: PID=0x35
CAT {EIR0K0) > | EMMs (PD=0x74)
CA-Info1: PID=0x73 "
CA-Info2: PID=0x74 Not Specified

Figure 11 Conditional Access Descriptors SignallingECM and EMM Messages

This specification uses Marlin to protect MPEG-2fsport Streams and time stamped Transport Strasusysecified in
[MRL BBTS]. If an OITF supports Marlin protected M&-2 TS, the OITF SHALL implement the functionstioé
DRM Client as specified in [MRL BBTS]. For Marlimr@ected MPEG-2 TS the Content Delivery functionA&H
deliver Transport Streams or Time-stamped Transpoeams that are formatted as specified in [MRIITBB

If an OITF supports Marlin protected MPEG-2 TS, @dF SHALL support the Parental_rating
access_criteria_descriptor as specified in [I[EC&24the recording control access_criteria_descriptospecified in
section 4.1.5.2 and SHALL support at least thengatiype O in these criteria, which maps to the pateating system in
DVB Systems [DVB-SI].

For the recording control, refer also to sectidh3L2, the OITF SHALL compare the required operatidgth the allowed
operations (PVR and time shifting) in the recordaogtrol criteria and refuse the requested oparatdhe calling
application (native or DAE) if the requested opierais not allowed.

For the parental rating control, the OITF SHALL quare the program's rating from the parental rating
access_criteria_descriptor with the current pateatang criterion set in the OITF by the applicati(either native
application or DAE) and SHALL block the consumptioinprogramme (i.e. stop descrambling), if the ptakrating
system is supported by the OITF and the programnagiisg does not meet the parental rating critef@g. rating is at
or above a certain threshold, for a rating systeais ordered from lower viewer age to higher wewage). The OITF
SHALL raise an event to the application controllithg playback or other operation, whenever a pareating is
discovered for the A/V content that does not meetarental rating criterion that is set for theeptal system in use,
which has lead to blocking of the consumption &f tbntent. The event SHALL provide the programmadisg. In case
the application is a native application and if MBEEG-2 TS stream provides a Parental Control URLdefined in
section 4.1.5.4, the native application SHOULD lkguthe DAE with the Parental Control URL for managat of
parental control. In case the application is a Dejaplication, the event is called onParentalRatiray@le and is defined
in Section 7.7.3 of [OIPF_DAE].

If the OITF does not support the particular pareratting system used in the program, the OITF SHAdise an event
to the application controlling the playback or atbperation. The event SHALL provide the prograngmating. In case
the application is a DAE application, the eventalied onParentalRatingError and is defined in i®act.7.3 of
[OIPF_DAE]. The event MAY be managed via the DABlagation (see Section 4.9 of [OIPF_DAE] for more
information). In case the application is a natipplaation, the event is managed through an OlTiklee dependent
user interface. In both cases, consumption MAY tiglacked by setting a new parental rating threshbkds threshold
setting is usually restricted to privileged userg, parents and a successful PIN input by a uagrtra used to control
the parental rating threshold setting. The OITF $HO continue monitoring the MPEG-2 TS, taking irocount
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parental rating criteria changes in ECM streamseav settings for the parental rating thresholchsn®ITF, and SHALL
unblock consumption (i.e. re-start descramblinghé current programme's rating becomes lower ttharcurrent
parental rating threshold.

When no valid rights are available for the MPEG£, The OITF SHALL block the consumption of the pagme

(i.e. stop descrambling) and SHALL raise an everhé application controlling the playback or othperation. In case
the application is a DAE application, the evertaied onDRMRightsError and is defined in Sectic®.Z.3 of
[OIPF_DAE]. The OITF SHOULD continue monitoring tMPEG-2 TS, taking into account criteria changeE@M
streams or rights changes in OITF and SHALL unbloaksumption (i.e. re-starting descrambling) ifréhare valid
rights for the requested operation.

For the avoidance of doubt, the OITF SHALL suppbet presence of descriptors (for a general de smnijof
descriptors, see [ISO/IEC 13818-1] which are ndingé in this specification) but SHALL ignore thedescriptors. In
particular, to allow DVB-SimulCrypt with other CA/stems as defined in [DVB-SC] and gateway-centpigraach, the
presence of following descriptors SHALL be suppdri@A descriptor for other CA systems than Marimdahan CA
systems supported in a CSPG, scrambling desciipiB-Sl], and copyright descriptor [ISO/IEC 13818-1

4.1.5.2 Recording Control Access Criteria

This section defines an access_criteria_descrip&drMAY be present in the IEC62455 ECM as defiimed
[MRL BBTS].

recording control information Tag Length Type
access_criteria_descriptor (in bits)
recording_control_information_byte  0x01( 8 bslbf

Table 1 Recording Control access_criteria_descripto

Bit # 7 6 5 4 3 2 1 0
Assignment| rsvd rsvd | rsvd | rsvd | rsvd | rsvd | DNTS | DNR

Table 2 Bit Assignments of recording_control_infornation_byte

The DNR (Do Not Record) bit signals that a BBT8ads allowed to be stored for PVR function. The OISHALL NOT
store for PVR function the TS packets of a BBTS #Hra received after receipt of a BBTS packet ¢gagran IEC62455
ECM that includes a recording control access_daitelescriptor in which the DNR bit is set to 1.

The OITF MAY store for PVR function the TS packefsa BBTS that are received after receipt of a BRBESket
carrying an IEC62455 ECM that does not includecamding control access_criteria_descriptor or doeide a
recording control access criteria in which the DbiRis set to O.

The DNTS (Do Not Time Shift) bit signals that a BB not allowed to be stored for time shiftingeTdITF SHALL
NOT store for time shifting the TS packets of a EB{hat are received after receipt of a BBTS pacéatying an
IEC62455 ECM that includes a recording control asceriteria_descriptor in which the DNTS bit is teel

The OITF MAY store for time shifting the TS packefsa BBTS that are received after receipt of a BEEcket
carrying an IEC62455 ECM that does not includecamding control access_criteria_descriptor or doelside a
recording control access criteria in which the DNJitSs set to 0.

The time shifting period SHALL not exceed 90 mirsube case the DNR bit is set to 1 and the DNTSstset to O.
The combination of DNR equals 0 (PVR allowed) ardIT3 equals 1 (time shift not allowed) SHOULD NOT d&.

For an overview of the combinations, see Table 3.
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DNR DNTS Description

0 0 Time shifting allowed for
infinite period; PVR
allowed

0 1 SHOULD NOT occur

1 0 Time shift limited to 90
minutes; PVR NOT alloweg

1 1 Time shift NOT allowed;
PVR NOT allowed

Table 3 DNR and DNTS Combinations

For this version of the specification, the rsvésémed for future use) bits SHALL be set to 0.

4.1.5.3 PMT Table

When creating transport streams that are formaittespecified in [MRL BBTS], the Content Delivery SHL include a
BBTS CA_descriptor [MRL BBTS] in each PMT pointihg a stream protected by Marlin and SHALL inclue t
serviceBaseCID, see [MRL BBTS], into the BBTS CAscléptor. The socID [MRL BBTS] used by the Content
Delivery SHALL be “marlin” (without the double ques).

4.1.5.4 CAT Table

When creating transport streams that are formattespecified in [MRL BBTS], the Content Deliverynfition MAY
include a BBTS CA_descriptor [MRL BBTS] in the CAdr streams protected by Marlin, in order to previdarlin
Rights URLSs. If several Marlin Rights URL sets arevided for different service operators, the Canhi@elivery
SHALL include several BBTS CA_descriptor and ea®TB CA_descriptor SHALL include a different
serviceBaseCID.

The Rights Issuer URL section, defined in [MRL BBTMAY contain a Parental Control URL, as definedhis
section. Use of the Parental Control URL is desdilm section 4.1.5.1.

The coding of the Parental Control URL parametehenTLV format is the following:

Syntax Mnemonic No. of bits

Parental Control URL () {

Parental Control URL tag = 0x05 ui nsbf 8

Parental Control URL_| ength ui nsbf 8

For (i=0; i<N;, i++){

Parental Control URL_data_byte bsl bf 8

}

}
Table 4 Parental_Control_URL Parameter Syntax
Parental_Control_URL_tag This specification has defined the value of 0x®5the Parental Control URL

parameter.
Parental_Control_URL_length Specifies the length of the Parental_Control_URltadayte in bytes (N).
Parental_Control_URL_data_byte The Parental Control URL for this content.

NOTE: The syntax of Table 4 and similar tablesuhsequent sections follows conventions outlined in
[ISO/IEC 13818-1] (e.g. mnemonics, use of C-languliige loop descriptors).

Before accessing the Rights Issuer URL specifigiRL BBTS], the OITF, or the DAE application thagceives an
“onDRMRIightsError” event as defined in Section 1.8f [OIPF_DAE], SHALL obtain user consent to acctd®e web
page. When a service receives an HTTP requesetBitihts Issuer URL, the service SHOULD respondhait HTML
page and not with a Marlin Action Token or with @iin License. This HTML SHALL comply with CE-HTMLAfter
user interaction via the HTML pages, the serviceYw&turn a Marlin Action Token or Marlin License.
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Before accessing the Parental Control URL specifigtiis section, OITF SHALL obtain user consenatzess the web
page. When receiving an HTTP request to the Pdr€otatrol URL, the service SHOULD respond with amML page
This HTML SHALL comply with CE-HTML.

4.1.5.5 System Renewability Messages

If an OITF supports DTCP, the OITF SHALL supporte®ing DTCP System Renewability Messages as destiin
[DTCP] specification and SHALL install the received CP System Renewability Messages.

The presence of DTCP System Renewability Messag®PEG-2 TS isndicated by using the CP_descriptor of the
PMT as described iRTSI [DVB-SI] specification.

If an OITF supports HDCP, the OITF SHALL supporte®&ing HDCP System Renewability Messages as destiin
[HDCP] specification and SHALL install the receiveldCP System Renewability Messages.

The presence of HDCP System Renewability MessaghBPiEG-2 TS isndicated by using the CP_descriptor of the
PMT as described iBTSI [DVB-SI] specification.

4.1.6 Operation of Marlin Technologies

This section specifies the operation of Marlin temlogies to support certain type of use cases.

4.1.6.1 Status of Marlin License Support

A usage rule which uses status information (suatoast) is supported in the Marlin License (e.gnbusage rule by
allowing Export action to a certain target systeWihen the Marlin License requires status managemehe client, the
corresponding Marlin License SHOULD also have & after’ condition specified in the absolute vatydperiod. The
value specified by ‘not after’ SHOULD be no lateah 1 month from the issuance of the Marlin Licerse example,
when the Marlin License issued on 24 November 20080 allows 3 times burn to Blu-ray, this Marliiceénse should
only be valid until 24 December 2008 00:00.

4.1.6.2 Subscription Support

A CSP function that implements this specificatiold ST support BNS Extended Topology for Subscriptimtes as
defined in [MRL BNSP]. It means that CSP MUST suppollowing Marlin Protocols for Subscription Nodaéhich are
originally defined as OPTIONAL functions in [MRL BBP]:

* Marlin License Acquisition to bind Marlin License Subscription Node

» Marlin Deregistration from a domain representedsipscription Node where a corresponding Subscriptio
Link SHALL have the following properties:
0 LinkFrom: Personality Node or User Node

0 LinkTo: Subscription Node

The CSP MUST signal this support of the BNS Exteh@iepology by using the mechanism defined in [MRNEP],
section 6.2.

4.1.7 DRM Data

4.1.7.1 DRMSystemID

DRMSystemID, used to signal the type of DRM, isided in [OIPF_META]. DRMSystemID is used in metaalat

structures, defined in [OIPF_META], in APIs definedOIPF_DAE] and in protocols defined in [OIPF_©OR]. For
Marlin, since the DVB CA_System_ID is assigned »4AF4, the value for the DRMSystemID SHALL be setle
following value: “urn:dvb:casystemid:19188".

4.1.7.2 Metadata — DRM Control Information

A DRM Control Information structure to hold DRM dapdant control parameters is defined in [OIPF_ME&éJn
extended element included in Content Access Ddsctrigefined in [OIPF_DAE] and extension of Purakéam
element of BCG and SD&S metadata, defined in [ONRETA].
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For Marlin protected content, the element of DRM{olinformation SHALL be mapped as specified in fblowing

table:

Element / Attribute Name

Element / Attribute Mapping for Marlin

DRMControlInformation

DRMSystemID

SHALL be set to the value defined féretMarlin System ID, in section 4.1.7.1{

DRMContentID

SHALL be set Marlin Content ID. In ca®f scheduled content over IP, the
content ID is derived from the soclD; together vadrviceBaseCID as defined
in [MRL BBTS].

RightslssuerURL

SHOULD be set to the RightslssudripResent in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5.

SilentRightsURL

SHOULD be set to the SilentRightdUgtesent in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5. Wheressing to this
SilentRightsURL, Marlin Action Token or MIPPVContkdessage MAY be
returned.

PreviewRightsURL SHOULD be set to the PreviewRighR& present in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5.
DoNotRecord SHOULD be set to the same value abiie (Do Not Record) bit in recording

control access criteria defined in section 4.1.5.2.

DoNotTimeShift

SHOULD be set to the same valuelas DNTS (Do Not Time Shift) bit in
recording control access criteria defined in sectidl.5.2.

DRMGenericData Placeholder element for which cutyem mapping is defined.

DRMPrivateData DRMPrivateData SHALL be an instanoéa MarlinPrivateDataType structure
see B.1.

mimeType SHALL be set to the mime type of the DRMRteData. For Marlin, it SHALL

therefore be set to MIME type of a Marlin Licensee [MRL BNSP].

Table 5 DRMControlinformation Mapping for Marlin

Both MarlinPrivateDataType and HexBinaryPrivateOatae extend DRMPrivateDataType, defined in
[OIPTVF_META]; and so the element DRMPrivateData &e substituted by either MarlinPrivateData or
HexBinaryPrivateData as defined below:
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Figure 12 Outline of DRMControlinformationType with MarlinPrivateData
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The XML schema for the MarlinPrivateDataType isidefl in section B.1.

Element / Attribute Name Element / Attribute Deption

MarlinPrivateData

MarlinLicense A Base64 encoded XML Document confaimpan instance of a Marlin
License, typically used for channel preview.

Table 6 MarlinPrivateData Structure

The XML schema for the HexBinaryPrivateDataTypdé$ined in section B.3.

Element / Attribute Name Element / Attribute Deption

HexBinaryPrivateData

Message A Hexidecimal binary encoded XML Documenmintaining an instance
of a license

Table 7 HexBinaryPrivateData Structure

4.1.7.3 DAE Marlin Messages

The CSP SHALL support receiving the following megsavia the sendDRMMessage API defined in [OIPF_DAE
section 7.3.

e Marlin Action Token, format and mime type definedMRL BNSP].
« MIPPVControlMessage, format and mime type defimeddction 4.1.7.3.1
e Marlin License, format and mime type defined in [MBNSP].
For these messages, the DRMSystemID SHALL be gbetvalue defined for the Marlin System ID in sect4.1.7.1.

4.1.7.3.1 MIPPVControlMessage Format

This section describes the usage of MIPPVControdgs, which is used for pay per view case, ancheethe message
structure of MIPPVControlMessage. MIPPVControlMegs#s used in a pay per view use case where afangéer of
users try to acquire Marlin License just beforeag per view program begins. To avoid such simultaseaccesses to
CSP-T (DRM Server), a service can apply MIPPVCdMessage which includes common Marlin License ¢a@anmon
for OITFs), Marlin Action Token, and Marlin Licensequisition timing information. These three da¢aris are used as
follows in a typical pay per view case:

1. When an OITF Function (e.g. DAE application) reesia MIPPVControlMessage, the OITF Function (e.g.
DAE application) passes the MIPPVControlMessagé3®. CSP uses common Marlin License embedded in
MIPPVControlMessage to play a pay per view progeantil it gets the Marlin License that is valid orftyr that
OITF. Since a common Marlin License is valid foy@ITF, the common Marlin License expires during th
pay per view program.

2. By following the timing information in MIPPVContrblessage, the client executes the Marlin Action Toike
MIPPVControlMessage, and then it acquires the Mdricense for the OITF.

3. After acquisition of the Marlin License for the G¥Tthe OITF can play the pay per view program eafégr the
expiration of the common Marlin License.
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The MIPPVControlMessage includes Marlin Licensejalths common among clients, Marlin Action Tokerigh is
used to acquire the unique Marlin License, andrigmnformation, which indicates the timing to iati Marlin License
Acquisition protocols.

MIPPVControlMessage E]_(_..._E

... [
5
EF
3

v relativeAcquisitionTiming E

Figure 13 Outline of MIPPVControlMessage

The XML schema for the MIPPVControlMessage is dadiiim section B.2.

Each element has the following semantics:

Element / Attribute Name Element / Attribute Deption

MIPPVControlMessage

MarlinLicense A Base64 encoded XML Document confampan instance of a
Marlin License.
MarlinActionToken A Base64 encoded XML Document @ining an instance of a
Marlin Action Token.
absoluteAcquisitionTiming License acquisition timing in absolute time
relativeAcquisitionTiming License acquisition timing in relative time fronmethktart of the conterjt

Table 8 MIPPVControlMessage Format

MIME type of MIPPVControlMessage is defined asdalk:

application/vnd.openiptvforum.mippvcontrolmessagaix
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4.2 Gateway-Centric Approach

This section specifies the functionality for thePBlGateway-Centric Approach to Content and SeRio¢ection. It
elaborates on the CSPG functional entity and UNERG, HNI-CSP, HNI-AGC reference points introduaethe
Functional Architecture described in [OIPF_ARCH1.2]

4.2.1 Capabilities

DAE SHALL signal which CA_System_ID values [ISO/IE3818-1] and optionally the type of CSP Gateway ar
supported in the OITF including those available@&teway-Centric Approach as defined in sectiofi[tPF_DAE]
document.

The list of supported CA_System_ID values and oyatily the type of CSP Gateway SHALL also be re&by the
Service Platform provider using either one of thikofving methods:

« The OITF remote management interface [OIPF_PROT]
e As part of the Service Provider Discovery SUBSCRIB&ssage [OIPF_PROT]

4.2.2 CSPG-DAE Interface

When a DAE application uses the DRM Agent API aneint, sesndDRMMessage and onDRMMessageResult, define
[OIPF_DAE], section 7.3, to handle a DRM Message (Section 7.3 in [OIPF_DAE]) for a given CA_Systéthat is
supported by a CSPG, the OITF SHALL forward thesssages to the appropriate function, CSP or CSPG.

When protected content is used (played, time-shiftecorded) from a DAE application, the OITF SHAfdrward
events (no rights or parental control locking) frthve CSPG to the DAE application via the A/V oraddbroadcast
object. The DRM events onDRMRightsError, onParétatingChange and onParentalRatingError are defined
[OIPF_DAE], section 7.3 and 7.7.3. The DRM eveits (ights or Parental Control) SHALL include the
CA_System_ID information.

4.2.3 Cl+ based Gateway

All normative statements in this section and its-sactions apply only in case the Cl+ based Gate®exytric Approach
is supported.

NOTE: The criteria that determine under which anstiances the Cl+ based Gateway-Centric Approaichpkemented
are out of the scope of the present document.

4.2.3.1 Overview

The CSPG-CI+ is an optional entity handling seguiot the OITF. It SHALL make any specific contgmbtection
solution transparent to the OITF. This is achielbgdhe use of a standard secure channel betweddlTiteand the
CSPG-CI+. The CSPG-CI+ acts as a bridge betweerdfi protection solution and one standard secheanel. Once
the OITF and the CSPG-CI+ are mutually authentaiatee OITF is seamlessly able to receive any carbat was
initially secured by the different content protectisolutions that the CSPG-CI+ handles.

The protected content stream is sent from the @dTthe CSPG-CI+ and then sent back to the OITFepted in such a
way that only authenticated OITF can gain acce#s bacoming and outgoing streams format are baseMPEG-2
Transport Stream. Protected file formats based B4 file format (i.e. OMA (P)DCF and Marlin IPMP)eanot
supported.

The definition of the interfaces is based on theBOM specification ([DVB-CI]) and the Cl+ specifitan ([CI+]).

Figure 14 presents an overview of the functionsiatetfaces of the CSPG-CI+.
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Figure 14 CSPG-CI+ Overview

In order to provide seamless behaviour to the eed (e.g. for service selection operation), theining stream in
Figure 14 must be delivered through the UNIT-12refce point as for the Terminal-Centric Approdggure 15
describes CSPG-CI+ in the home network contextraaps interfaces from Figure 14 to Home Networkrfates
defined in [OIPF_ARCHL1.2].

HNI-INI* HNI-INI
OITF
AG Incoming stream
HNI-CSP HNI-AGC
» UNIS-CSP-G
OITF Authgntication CSPG-Cl+
< )
Outgoing stream : i
Wan Gateway | | |G

Figure 15 CSPG-CIl+ Context
The OITF and CSPG-CI+ SHALL comply with Cl+ speciétions ([CI+]).

4.2.3.2 CSPG-CI+ Connectivity

The physical interface is based on a PCMCIA slatecified by the DVB-CI specification ([DVB-Cl]nd the Cl+
specification ([CI+]).

4.2.3.3 CSPG-CI+ Discovery

The CSPG-CI+ discovery SHALL be performed at OlTértsup and CSPG-CI+ initialization. Once the sais4$0 the
[CI+] Service Application Support (SAS) resourcegablished, the OITF SHALL connect to the OperMFForum
private application (see section 4.2.3.4.1.1). écsssful connection means that a CSPG-Cl+ hasdiseovered.

4.2.3.4 Residential Network Interfaces

4.2.3.4.1 HNI-CSP

HNI-CSP is an interface to exchange control infaioraand media between the CSPG-CI+ and the OITF.
4.2.3.4.1.1 Control Channel

OITF controls the CSPG-CI+ using resources defind®VB-Cl] as well as resources as defined inmeci 1 of [Cl+].
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OITF and CSPG-Cl+ SHALL use the SAS resource, eefiim [Cl+], section 11.4, to handle APDUs as sfpettiin this
section.

The CSPG-CIl+ SHALL create one session to the SA8Suree as soon as it has completed its Applicatifoxmation
phase of initialization. The OITF SHALL send5AS connect_rgst() APDU [Cl+] to the CSPG-CI+ with the specific
Open IPTV Forum private_host_application_ID defimedable 9. The CSPG-CI+ SHALL acknowledge thermiion
by sending back 8AS connect_cnf() APDU [CI+].

private host application _ID Value (64bits)
OIPF_APPLICATION_ID 0x0108113101190000

Table 9 Open IPTV Forum private_host_application_ID

4.2.3.4.1.1.1 Specific APDUs
The OITF and CSPG-CI+ SHALL support the followin@BUs:

APDU Tag Tag Valug Direction
(hexadeci
send_DRM_msg 0x9F8034 >
send_DRM_msg_reply 0x9F8034 <
parental_control_info 0x9F8036 <
parental_control _req 0x9F8037 >
parental_control_reply 0x9F8038§ <
rights_info 0x9F8039 <
is_access_granted 0x9FB803A >
is_access_granted_reply 0x9F803B <

Table 10 OIPF Specific APDUs

For all the APDUs defined in the following subsens the length_field() means the length of APDUIpag as defined
in [DVB-CI], section 8.3.1.
4.2.3.4.1.1.2 Mapping of APDUs to DAE API or Events

The OITF SHALL map the specific APDUs listed in T@i0 to DAE API or Events as described in
Table 11:

APDU DAE API or Event
send_DRM_msg sendDRMMessage
send_DRM_msg_reply onDRMMessageResult
parental_control_info onParentalRatingChange,
onParentalRatingError
parental_control_req setParentalControlEnable
parental_control_reply -
rights_info onDRMRightsError
is_access_granted -
is_access_granted_reply -

Table 11 Mapping to DAE API or Events

For messages to be forwarded to the CSPG-Cl+ seindDRMMessage defined in [OIPF_DAE], the msgTyiébate
in sendDRMMessage SHALL be set to the MIME typeglagation/vnd.openiptvforum.cspg-hexbinary”. When
msgType is set to "application/vnd.openiptvforumpgsexbinary”, the msg attribute in sendDRMMessagéLL be
an array of bytes encoded in a string using a lepiathl representation, as defined for xs:hexBitgpg used in XML
schemas. The OITF SHALL decode the msg attributeytes before passing it ssnd DRM_msg() APDU in the
ca_vendor_specific_information field.
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When receiving @end DRM_msg_reply() APDU, the OITF SHALL map status to resultCode htite in
onDRMMessageResult, defined in [OIPF_DAE], and SHAIncode ca_vendor_specific_information in a stisgg a
hexadecimal representation, as defined for xs:heitype used in XML schemas, mapped to the reswibute.

4.2.3.4.1.1.3 send_DRM_msg

A native application or DAE application SHOULD use send DRM_msg() APDU to provide DRM specific messages
to the CSPG-CI+.

When requested by either a native or DAE applicatibe OITF SHALL send theend DRM_msg() APDU to the
CSPG to exchange DRM messages. Examples of usage ar

» Service Provider handles the purchase of contahtaterver side and then usesstred DRM_msg() APDU via a
DAE application to ask the CSPG-CI+ to retrieve @ssociated license.

» Service provider sends tisend DRM_msg() APDU via a DAE application to the CSPG-CI+ to fotbe CSPG-Cl+
to purchase a specific program.

Syntax No. of Bits Mnemonic
send_DRM nsg() {
send_DRM nsg_t ag 24 ui nsbf
length field()
transaction_id 8 ui msbf
for (i=0; i<N, i++) {
ca_vendor _specific_information 8 ui nebf
}
}
Table 12 send_DRM_msg APDU Syntax
send_DRM_msg_tag 0x9F8034
transaction_id An 8-bit value, generated by the OITF, that willdeéurned in the corresponding
send_DRM_msg_reply() APDU from the CSPG-Cl+. The transaction_id allows
the OITF to match the CSPG-CI+'s replies with tberesponding requests. The
OITF SHOULD increment the value, modulo 256, witlee message it sends.
ca_vendor_specific_information Vendor specific information. The maximum lengtt®5000 bytes.

4.2.3.4.1.1.4 send_DRM_msg_reply
The CSPG-Cl+ SHALL send tleend DRM_msg_reply() APDU to the OITF to provide the send_DRM_msg atu

Syntax No. of Bits Mnemonic
send_DRM nsg_reply() {
send_DRM nsg_reply_tag 24 ui nsbf
I ength_field()
transaction_id 8 ui msbf
status 8 ui nmsbf
for (i=0; i<N i++) {
ca_vendor _specific_information 8 ui msbf
}
}
Table 13 send_DRM_msg_reply APDU Syntax
send_DRM_msg_reply_tag 0x9F8035
transaction_id The same 8-bit transaction_id that was used imtlggnal send DRM_msg()
APDU.
status If equal to 0, thesend DRM_msg() APDU has been successfully handled by the

CSPG-CI+ and a ca_vendor_specific_information mnag¥mailable.
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If equal to 1, thesend DRM_msg() APDU failed because an unspecified error
occurred.

If equal to 2, thesend DRM_msg() APDU failed because the CSPG-Cl+ was
unable to complete the necessary computationsitirtie allotted.

If equal to 3, thesend DRM_msg() APDU failed because
ca_vendor_specific_information has a wrong format.

Unspecified status values SHOULD be considered@BU failed because an
unspecified error occurs.

ca_vendor_specific_information Vendor specific information. The maximum lengti6&000 bytes.

NOTE: A service provider should not provide a DRM#dage in metadata (BCG, SD&S, CAD) and expedi@orse
in ca_vendor_specific_information sénd_DRM_msg_reply() APDU, if these metadata may are handled by a native
application. The native application sending the DRiglssage to the CSPG-CI+ will not know how to haradiesponse.

4.2.3.4.1.1.5 parental_control_info

The CSPG-Cl+ SHALL sendparental_control_info() APDU to advise the OITF that the selected prograiemating
does not meet the parental rating criterion (a@ting is at or above a certain threshold, for mgasystem that is ordered
from lower viewer age to higher viewer age). Th@ ®EHALL forward the event to the application catiing the
playback of the content, i.e. a native applicabo®AE application. In case the controlling apptioa is a DAE
application, the event onParentalRatingChangegfisat! in [OIPF_DAE], section 7.7.3, SHALL be sémthe DAE
application. The controlling application, native@@AE, SHOULD useparental_control_req() APDU, defined in section
4.2.3.4.1.1.6 to change the parental rating caterA DAE application MAY use a proprietary methasing

send DRM_msg() APDU to unlock parental control.

If the program is descrambled again, the OITF SHOUlisplay the program again. If the program isaragler being
descrambled, the OITF MAY decide to stop the progra

The OITF SHALL support at least the parental ragggtem identified by the rating_type 0, which mapthe parental
rating system in DVB Systems [DVB-SI]. If the pat&rating system supported by the CSPG-CI+ iintisrface with
the OITF (rating_type provided through th&rental_control_info() APDU) is not supported in the OITF, the event
onParentalRatingError, as defined in [OIPF_DAEttem 7.7.3, SHALL be sent to the DAE application.

If a parental_control_url is provided, the OITF SHIKD launch the DAE with the parental_control_urhtmight allow
to unlock parental control in the CSPG-CI+. If #hés no response from the parental_control_urinttese application
MAY try unlocking parental control usingprental_control_req() APDU.
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Syntax No. of Bits Mnemonic
parental control _info() {

parental control _info_tag 24 ui nmebf
I ength_field()
rating_type 7 ui nsbf
country_code_fl ag 1 ui nsbf
rating_val ue 8 ui nebf
i f(country_code_flag==1) {

nunber _of country_codes 8 ui nsbf

for(i=0;i<nunber_of _country_codes;i++) {

country_code 16 ui nsbf

}
}
pi n_code_r equest ed 1 ui nsbf
pi n_code_max_| engt h 7 ui nebf
parental _control _url _length 8 ui s bf
for(i=0;i< parental control _url _length;i++) {

parental control _url 8 ui nebf
}

}

Table 14 parental_control_info APDU Syntax

parental_control_info_tag

rating_type

country_code_flag

rating_value

number_of _country_codes

country_code

pin_code_requested

pin_code_max_length

parental_control_url_length

parental_control_url

4.2.3.4.1.1.6 parental_control_req

0x9F8036

Rating_type as defined in the parental_rating acag#teria_descriptor in
[[EC62455].

This 1-bit flag indicates whether the country collegk is present or not.

Rating_value as defined in the parental_rating sgoeriteria_descriptor in
[[EC62455].

The number of following country codes

The optional list of country_codes as defined m plarental_rating
access_criteria_descriptor in [IEC62455].

1-bit flag indicating whether a pin_code is reqadshparental_control_req()
APDU.

Maximum number of digits of the pin to be preseriteparental _control_req()
APDU. This field is meaningful only if pin_code_nrespted is setto 1.

Parental_control_url length in bytes. If equal t®0 parental_control_url is
provided.

Optional parental_control_url for connecting to geevice provider, for
unlocking the parental control.

A native application SHOULD use tiparental_control_reg() APDU to unlock parental control. A DAE application
MAY use theparental_control_req() ADPU or MAY use a proprietary method \send DRM_msg() APDU to unlock

parental control.

When requested from a native or DAE applicatior,(HTF SHALL send garental_control_req() APDU to change
parental control rating criterion for the programthie CSPG-Cl+.
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Syntax No. of Bits Mnemonic
parental control _req() {

parental control _req_tag 24 ui nmebf
I ength_field()
transaction_id 8 ui msbf
rating_type 7 ui nsbf
country_code_fl ag 1 ui nmebf
rating_threshold 8 ui msbf
i f(country_code_flag==1) {

nunber _of country_codes 8 ui nsbf

for(i=0;i<nunber_of country_codes;i++) {

country_code 16 ui nsbf

}
}
pi n_code_fI ag 1 ui nmebf
pi n_code_l ength 7 ui nebf
i f(pin_code_flag==1) {

for(i=0;i< pin_code_length;i++) {

pi n_code_digit 8 ui nebf

}

}
}

parental_control_req_tag

transaction_id

rating_type

rating_threshold

country_code_flag
number_of country_codes

country_code

pin_code_flag

pin_code_length

pin_code_digit

Table 15 parental_control_req APDU Syntax

0x9F8037

An 8-bit value, generated by the OITF, that willde¢urned in the corresponding
parental_control_reply(). APDU from the CSPG-CI+. The transaction_id allows
the OITF to match the CSPG-CI+'s replies with tberesponding requests. The
OITF SHOULD increment the value, modulo 256, witlely message it sends.

Rating_type as defined in the parental_rating acag#teria_descriptor in
[I[EC62455].

The current parental rating threshold for thismatscheme. Values are the one
defined for rating_value in the parental_ratingesmsc criteria_descriptor in
[IEC62455]. Programs whose parental rating doesmast the parental rating
criterion (e.g. rating is at or above a certaie#old, for a rating system that is
ordered from lower viewer age to higher viewer ag#)be blocked by the
parental control subsystem if the parental ratysiesm is supported by the
CSPG-CI+.

This 1-bit flag indicates whether the country colksk is present or not.
The number of following country codes.

The optional list of country_codes as defined i plarental_rating
access_criteria_descriptor in [IEC62455].

This 1-bit flag indicates whether a pin code isspré or not.

Number of pin code digits. If pin_code_flag is &®0, pin_code_length SHALL
be set to 0.

One digit of the optional pin code. The pin_codagtd and pin_code_digits
together represent the optional pin code. The optipin code is used for
unlocking the parental control. The pin code SHAid provided if
pin_code_requested is set to Jparental_control_info() APDU.
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4.2.3.4.1.1.7 parental_control_reply

The CSPG-Cl+ SHALL send thmarental_control_reply() APDU to the OITF to provide a parental controliset

status.
Syntax No. of Bits Mnemonic
parental _control _reply() {
parental control _reply_tag 24 ui nsbf
I ength_field()
transaction_id 8 ui nsbf
status 8 ui s bf
}

Table 16 parental_control_reply APDU Syntax

parental_control_reply_tag

transaction_id

status

4.2.3.4.1.1.8 rights_info

0x9F8038

The same 8-bit transaction_id that was used itignal
parental_control_req() APDU.

If equal to 0, theparental _control_req() APDU has been successfully handled
by the CSPG-ClI+.

If equal to 1, the parental_control_req has bepstred because native parental
control is not allowed by the CSPG-CI+.

If equal to 2, the parental_control_req has beprcted because the parental
rating system (rating_type) is not supported byGQlE#G-Cl+.

If equal to 3, the parental_control_req has begattred because the pin_code is
incorrect or has not been provided and was reqdieste

If equal to 4, the parental_control_req has begatted because the pin_code is
incorrect and/or the function is locked becaustmofmany incorrect pin
presentations.

Unspecified status values SHOULD be consideredBBU failed because an
unspecified error occurs.

The CSPG-Cl+ SHALL sendraghts info() APDU to advise the OITF that access conditionsghtts changed and that
the CSPG-CI+ is no longer able or is able agaisketscramble all requested elementary streams. @QiscAPDU is
received and if a DAE application is launched, ridevant event onDRMRightsError, as defined in [BIPAE],

section 7.3, SHALL be sent to the DAE application.

If the program is descrambled again,

the OITF SHOUlisplay the program again. If the program isomgler being

descrambled, the OITF MAY decide to stop the progeaad SHOULD use the rights_issuer_url, which mayiole for
the CSPG-CI+ information to let it retrieve missiights.

rights_issuer _url

Syntax No. of Bits Mnemonic
rights_info() {
rights_info_tag 24 ui msbf
rights_status 8 ui msbf
rights_issuer_url _length 8 ui nsbf

for(i=0;i<rights_issuer_url _length;i++) {

8 ui msbf

Table 17 rights_info APDU Syntax

Copyright 2009 © Members of the Open IPTV Forum



Page 46 (87)

rights_info_tag

rights_status

rights_issuer_url_length

rights_issuer_url

4.2.3.4.1.1.9 is_access_granted

A native application SHOULD use this APDU to chedhkether rights are available for a content refeeerio metadata
by its DRMContentID. This may be used for filterinfContent Guide information to show different amts of detail

O0x9F8039

If equal to 0, the program is no longer being dastled, access conditions to
the program are no longer being met. A rights_isau may be provided.
If equal to 1, the program is descrambled again.

Rights_issuer_url length in bytes. If equal to @ rights_issuer_url is provided.

Optional rights_issuer_url for connecting to thevaee provider.

according to whether the user has access righketoontent item or not.

An OITF SHALL decode the DRMContentID provided iretadata, as if it would have xs:hexBinary type befoassing

tois access granted() APDU in the ca_vendor_specific_information field.

Syntax No. of Bits Mnemonic

i s_access_granted() {

i s_access_granted_tag 24 ui nsbf

length _field()

transaction_id 8 ui msbf

for (i=0;i<Ni++) {

ca_vendor _specific_information 8 ui nebf

}

}

Table 18 is_access_granted APDU Syntax

is_access_granted_tag

transaction_id

ca_vendor_specific_information

O0x9F803A

An 8-bit value, generated by the OITF, that willdeéurned in the corresponding
is access granted reply() APDU from the CSPG-CI+. The transaction_id
allows the OITF to match the CSPG-CI+'s repliedwtite corresponding
requests. The OITF SHOULD increment the value, nm@66, with every

message it sends.

Vendor specific information. The maximum lengtt®5000 bytes. Specifies the
content for which the access is checked.

4.2.3.4.1.1.10is_access_granted_reply

The CSPG-CIl+ SHALL send the access granted reply() APDU to the OITF to provide the access granted()

APDU result.
Syntax No. of Bits Mnemonic
i s_access_granted_reply() {
i s_access_granted_reply_tag 24 ui nsbf
I ength_field()
transaction_id 8 ui nsbf
status 8 ui nmsbf
i s_access_granted 1 ui nsbf
reserved 7 ui nsbf
}

Table 19 is_access_granted_reply APDU Syntax

is_access_granted_reply_tag

transaction_id

0x9F803B

The same 8-bit transaction_id that was used imtlggnalis access granted()

APDU.
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status If equal to 0, thes access granted() APDU has been successfully handled by
the CSPG-CI+ and a ca_vendor_specific_informatiay tve available.
If equal to 1, thes access granted() APDU failed because an unspecified error
occurred.
If equal to 3, thes access granted() APDU failed because
ca_vendor_specific_information has a wrong format.
Unspecified status values SHOULD be considered@BU failed because an
unspecified error occurs.

is_access_granted if equal to 0, access is not granted for the cdrgpacified in
ca_vendor_specific_information.
If equal to 1, access is granted for the conteatiged in
ca_vendor_specific_information.

4.2.3.4.1.2 Media Channel
Media are exchanged as defined in the [Cl+] speatifin.

For streamed content, in either Scheduled Contes# or Content on Demand case, the transmissithre girotected
content from the OITF to the CSPG-Cl+ is perforrhgdusing MPEG-2 Transport Stream.

For downloaded content, the OITF SHALL stream tbitent to the CSPG-CI+ at consumption time.
4.2.3.4.2 UNIS-CSP-G

This reference point is used to exchange with #tevork. Since the CSPG-CI+ does not have netwonkectivity, it
uses the OITF to reach the network.

4.2.3.4.2.1 Low-Speed Communication Resource

The OITF SHALL support the Low-Speed Communicaticesource with IP extension as specified in [Csglction
14.1.

4.2.3.4.3 HNI-AGC

In case there is an Application Gateway, contmifls handled through the OITF, via HNI-INI* and HESP control
channel. The HNI-AGC reference point introduce@@PF_ARCH1.2] is not used.

4.2.3.5 Provider Network Interfaces

The scrambler on network side SHALL have an interfaith the CSP-G Server functional entity so t8@Ms can be
provided during content encryption. This interféc@ot described in the present specification.

4.2.3.6 Protected Streaming and File Formats
The CSPG-CI+ supports the MPEG-2 Transport Streamdt.
The CSPG-CI+ does not support time stamped MPE@Ga&sport Stream format.

However, in the case content is received by theFQliider a time stamped MPEG-2 Transport Streamdbamd if the
OITF falls under the criteria in [OIPF_AVC] for mdatory support of the unprotected time stamped MRE&
format,

< the OITF MAY first use the timestamps provided tigh the 4 additional bytes of each time stamped GHRETS
(as defined in [OIPF_AVC]) packet to eliminate netwwjitter and restore the original packet arritrales before
sending the content to the CSPG-CI+,

e and the OITF SHALL remove the 4 additional bytesreach time stamped MPEG-2 TS (as defined in
[OIPF_AVC]) packet before sending the content ® @SPG-Cl+.

If the OITF does not fall under the criteria in fH_AVC] for mandatory support of unprotected tirtengped MPEG-2
TS format, the support of the above two operatisf@PTIONAL.

4.2.3.6.1 Protection of MPEG-2 Transport Streams

MPEG-2 Transport Stream can be streamed or dowatb@hsed on the CA_descriptor found in the PMTetahe
OITF knows if it can handle the stream or if it hasend it to the CSPG-Cl+.
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If the CA_descriptor found in the PMT is a Marli\Cdescriptor (with CA_system_ID value assignedNtarlin) and
the Terminal-Centric Approach is supported by thi€F) then the OITF SHALL manage the content withFd8nction
described in section 4.1.

If the CA_descriptor found in the PMT is a MarliCdescriptor and the Terminal-Centric Approachas supported
by the OITF, then the OITF SHALL ignore it unlesaiin is supported by a CSPG-CI+ in which caseQhEF SHALL
provide the protected content to the relevant CERP6G-

If the CA_descriptor found in the PMT is not a MarCA_descriptor, then the OITF SHALL compare the
CA_system_ID value with the CA_system_ID suppotigdhe CSPG-CI+. A CSPG-CI+ might support more tbae
CA_system_ID. If a CA_system_ID value matches titenOITF SHALL provide the protected content to @PG-
Cl+. In case several CSPG-Cl+ gateways are conmhéatie OITF, the OITF SHALL provide the protectaahtent to
only one CSPG-CI+.

If there are several CA_descriptors in the PMT., rie¢erring to different content protection systeidsrlin and/or those
offered by the CSPG-CI+ gateways), and if the isaiready granted with a valid right or licensetigh one of these
content protection systems, the OITF SHALL selbetdorresponding content protection system asoaifyri

NOTE: If simulcrypting with the Terminal-Centriclstion is desired, the algorithm used for conterdrgption in the
Gateway-Centric Approach has to be the same ahdoFerminal-Centric Approach.

The scrambling algorithm SHALL be signalled in ®BIT at program loop level by the scrambling_degorigpecified
in [DVB-SI]. Within the scrambling_descriptor, tladgorithm is specified by the scrambling_mode fidlte following
scrambling_modes are referenced by the Open IPTWRo

scrambling_mode Description

0x01 DVB-CSAl

0x02 DVB-CSA2

0x80 AES 128-bit key using the Cipher Block Chagn{€BC)
encryption mode with the residual termination blpc&cess as
specified in [IEC62455] section 6.4.6.

Table 20 Scrambling Modes

4.2.3.6.2 Downloaded Content Usage
Downloaded content SHALL be stored locally as itdseived by the OITF not going through the CSP&:-CI

Downloaded content SHALL be provided to the CSP&-&tlconsumption time only. Consequently, any cosive
from e.g. time stamped MPEG-2 TS as defined in FOWVC] to TS is performed at consumption time adl.we

4.2.3.7 Personal Video Recorder

PVR functionality is supported by using either PxRource as defined in [Cl+], section 15, or UR$dge Rule
Information) as defined in [CI+], section 5.7.

For the PVR functionality using PVR resource, wten OITF is asked to store content, the OITF SHAise the PVR
resource. When recorded content is played ba8tlALL be sent to the CSPG-CI+ by the OITF and pssed by the
CSPG-CI+ in the same manner as when the conteadered without having been recorded first.

For the PVR functionality using URI, when the OliEFasked to store content, it SHALL send the cantieiCSPG-ClI+.
The content is returned from CSPG-CIl+ and recomdedcordance with the URI associated with the eoint

NOTE: The criteria that determine under which ainstiances the PVR resource based PVR functionaldyttze URI
based PVR functionality are implemented in an O&f& out of the scope of the present document.

4.2.3.8 Time Shifting

Time Shifting functionality is supported by usinigher PVR resource as defined in [Cl+], sectiond5URI (Usage
Rule Information) as defined in [Cl+], section 5.7.

For the Time Shifting functionality using PVR resoe, when the OITF is asked to time shift a contidra OITF
SHOULD use the PVR resource and SHALL store theardrbefore asking the CSPG-CI+ to process it. Whme-
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shifted content is played back again, it SHALL batsto the CSPG-CI+ by the OITF and processed &¥CBPG-Cl+ in
the same manner as when the content is rendereduvitaving first been recorded.

For the Time Shifting functionality using URI, whéme OITF is asked to time shift content, it SHA&lore the content
returned from CSPG-CI+ before rendering in accocdamith the URI associated to the content.

NOTE: The criteria that determine under which anstiances the PVR resource based time shift furattgrand the
URI based time shift functionality are implemeniedn OITF are out of the scope of the present ohae.

4.2.3.9 Cl+ Specification Usage
4.2.3.9.1 Module Deployment

As the network offered in the Open IPTV Forum cahte a bi-directional communication channel, tipgianal
Registered Service Mode (RSM) in the Cl+ specifigafCl+] is made mandatory in the CSP specifiaatibhe RSM
SHALL be supported by OITF and CSPG-CI+.

4.2.3.9.2 Host Service Shunning

As no DVB-CI backward compatibility is needed, ®E'F SHALL make the CSPG-CI+ operate in a Cl+ m{di]
only (thus preventing CSPG-CI+ gateways from opegatith the unencrypted DVB-CI link). Cl+ Protedt&ervice
Signalling defined in section 10.1 of [Cl+] is nated.

4.2.3.10 DRM Data

4.2.3.10.1 DRMSystemID

DRMSystemID, used to signal the type of DRM, isided in [OIPF_META]. DRMSystemID is used in metaalat
structures in APIs defined in [OIPF_DAE] and in foeols defined in [OIPF_PROT]. For CSPG-CI+, thel®®DV
CA_System_ID in DRMSystemID SHALL be the one of #peecific content protection solution in the CSP3-C

4.2.3.10.2 Metadata — DRM Control Information

A DRM Control Information structure to hold DRM damdant control parameters is defined in [OIPF_ME&a&jn
extended element included in Content Access Déescrigefined in [OIPF_DAE] and extension of Puraléesm
element of BCG and SD&S metadata, defined in [ONRETA].

For specifically protected content, the elemeriDBMControlinformation SHALL be mapped as specifiedhe
following table:

Element / Attribute Name Element / Attribute Mapping for CSPG-CI+

DRMControlinformation

DRMSystemID SHALL be set to the value defined fdwetspecific protection system in the
CSPG-CI+, in section 4.2.3.10.1

DRMContentID Vendor specific information. This infonation SHALL be the same as the one
provided to the ca_vendor_specific_informationdiel theis_access granted()
APDU defined in section 4.2.3.4.1.1.9.

RightslssuerURL SHOULD be set to the RightslssudrWRich is provided in theights info()
APDU defined in section 4.2.3.4.1.1.8.

SilentRightsURL MAY be set to an URL allowing retvial of a message to be forwarded to the
CSPG-CI+ in order to silently get updated rightse MIME type or the HTTP
response SHALL be "application/vnd.openiptvforumpgsiexascii" and the
body of the HTTP response SHALL be an hexadecitnagsas described in
section 4.2.3.4.1.1.2.

PreviewRightsURL MAY be set to an URL allowing iietral of a message to be forwarded to the
CSPG-CI+ in order to get preview rights. The MIMfpé or the HTTP respons
SHALL be "application/vnd.openiptvforum.cspg-hex#ésand the body of the
HTTP response SHALL be a hexadecimal string asritestin section

D
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4.2341.1.2.

DoNotRecord

Vendor specific mapping

DoNotTimeShift

Vendor specific mapping

DRMPrivateData

j**)

DRMPrivateData structure SHALL belsstituted by the HexBinaryPrivateDat
structure.
mimeType SHALL be set to the mime type of the DRMRteData. For CSPG-Cl+, it

SHALL therefore be set to the following MIME type:
"application/vnd.openiptvforum.cspg-hexbinary"”

Table 21 DRMControlinformation Mapping for CSPG-Cl+

The XML schema for HexBinaryPrivateData is defimedection B.3.

Element / Attribute Name

Element / Attribute Deption

HexBinaryPrivateData

Message

A hexadecimal encoded sequence of bytdseteent to the CSPG-ClI+
usingsend_DRM_msg() APDU

Table 22 HexBinaryPrivateDate Structure
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4.2.4 DTCP-IP based Gateway

All normative statements in this section and its-sactions apply only in case the DTCP-IP base@vt-Centric
Approach is supported.

NOTE: The criteria that determine under which anstiances the DTCP-IP based Gateway-Centric Apprigach
implemented are out of the scope of the presenirdeat.

4.2.4.1 Overview

The CSP Gateway based on DTCP-IP (CSPG-DTCP) éptonal entity handling security for the OITF. TGEPG-
DTCP resides in the residential network and makgssaecific content protection solution transparghis is achieved
by transforming a service proprietary content prtiom format into standard protection formats whéch sent by a
secure channel. OITF and CSPG-DTCP mutually aviterteach other, and CSPG-DTCP transfers contehits
usage rule information to OITF in a secure manhnke definition of this interface is based on DTQPT{CP]) and
DTCP over IP ([DTCP-IP]).

< Browsing interactions are executed between DAEIRAY Applications.

e OITF discovers CSPG-DTCP in a home IP network leyube of the UPnP device discovery protocol asifspein
[OIPF_PROT], section 10.1.1.3.

e For managed network, CSPG-DTCP is co-located v@thol share session management information betweemdl
CSPG-DTCP. If it supports Scheduled Content senitces co-located with WAN Gateway to interceptM®
messages from OITF.

¢ CSPG-DTCP acts as an HTTP proxy or RTSP proxy. GBPGP identifies the location of the content thrbwan
input URL from OITF.

e CSPG-DTCP transforms service specific content ptmte formats and usage information format to DTa@/er IP
content protection format and usage informatiomarrespectively.

— TV
Applications
OITF <
CSPG- Content
< P onten
DTCP-IP DTCP

CSP-G Server

Figure 16 CSPG-DTCP Overview
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HNI-INI* AG

—

OITE HNI-INI

HNI-IGI G/ HNI-AMNI
— CSPG-
DTCP
HNI-CSP UNIS-CSP-G

NOTE: HNI-AGC and HNI-AGI are not involved for tf@SPG-DTCP.

Figure 17 Overview of Involved Reference Points

4.2.4.2 CSPG-DTCP Connectivity

The CSPG-DTCP is an IP connected device, and hsesame physical interface used for other IP dewsceh as IG,
AG or home router.

4.2.4.3 HNI-CSP

The main functionalities of the HNI-CSP are to pdav

e CSPG-DTCP discovery as described in [OIPF_PROT]),
e Content access through CSPG-DTCP,

« DTCP AKE, content stream and usage rule transnissio
4.2.4.3.1 Content Access Through CSPG-DTCP

When an OITF determines, e.g. by inspecting thermétion in the DRMType element, see [OIPF_META]the
content guide, content access descriptor or SDB&&,the content is protected by a service spegifitection scheme, it
SHALL access the content through the CSPG-DTCPghvacts as an HTTP proxy or RTSP proxy. CSPG-DTCP
receives content and SHALL transform the protecticimeme to DTCP-IP. When OITF receives error cdad¥8 from
CSPG-DTCP, the error code is interpreted as DRMtsigrror. Then a DAE application accesses the aemdling web
page as an action of onDRMRightsError event defind@IPF_DAE], or a native application accesses th
RightsissuerURL described in BCG or SD&S metad@t®fF META].

Refer to Appendix E for examples of session setgpiences with a CSPG-DTCP.

For HTTP streaming and download, the OITF SHALL&eITTP GET request through the HTTP proxy in CSPG-
DTCP. Note that other HTTP transactions SHALL net the HTTP proxy in CSPG-DTCP.

4.2.4.3.2 DTCP AKE, Content Streaming and Usage Rul e Transmission

DTCP AKE (Authentication and Key Exchange), DTChtent stream and DTCP usage rule are defined ifCJTand
[DTCP-IP]. The usage rule is provided to the OITéni the CSPG-DTCP considering appropriate mappitigh
depends on the service provider’'s business mo@eistent type of HTTP response/request SHALL beasBXTCP
application media type as defined by [DTCP-IP].

4.2.4.4 UNIS-CSP-G

This interface is out of scope because of appkdice specific protection scheme.
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4.2.4.5 Protected Streaming and File Formats

The CSPG-DTCP supports either or both of the falhgwormats protected by DTCP-IP encryption on HD8P. The
supported format depends on the CA system suppbytéite CSPG-DTCP. Media format on UNIS-CSP-Gusal
scope of this specification.

e MPEG-2 TS and/or time stamped MPEG-2 TS

* MP4 File Format

If the OITF falls under the criteria in [OIPF_AV®&r mandatory support of unprotected MPEG-2 TS,QieF SHALL
support the DTCP-IP protected MPEG-2 TS formatefed in this section and its sub-sections. Qtiss, the support
of the DTCP-IP protected MPEG-2 TS format as defimethis section and its sub-sections is OPTIONAL.

If the OITF falls under the criteria in [OIPF_AV®&r mandatory support of unprotected time stamp&ER-2 TS
format, the OITF SHALL support the DTCP-IP protettane stamped MPEG-2 TS format, as defined ingbigion
and its sub-sections. Otherwise, the support oB(RE€P-IP protected time stamped MPEG-2 TS formatedimed in
this section and its sub-sections is OPTIONAL.

If the OITF falls under the criteria in [OIPF_AV®&r mandatory support of the unprotected MP4 filefat, the OITF
SHALL support the DTCP-IP protected MP4 file formas defined in this section and its sub-sectiGtkerwise, the
support of the DTCP-IP protected MP4 file formatiafined in this section and its sub-sections iFQMNAL.

4.2.4.5.1 Protection of MPEG-2 Transport Streams

An MPEG-2 Transport Stream can be streamed or dwageld through CSPG-DTCP. CSPG-DTCP SHALL trandmeit t
content in the DTCP PCP format. The DTCP PCP foenatpsulates the MPEG-2 Transport Stream fornfachvis
defined by [OIPF_AVC]. For the avoidance of doulransport Stream level scrambling or PES levelrabieng are not
used. Both transport_scrambling_control bits ar&l perambling control bits SHALL be set “00".

For content with parental rating control, CSPG-DTEHALL transmit MPEG-2 Transport Stream with CA ci@stor
and KSM table as specified in 4.2.4.5.1.1and 46214€. The access_criteria_descriptor carries méion for parental
rating control.

If the OITF supports the DTCP-IP based Gateway-@eApproach, the OITF SHALL support the parenting
access_criteria_descriptor, specified in [[EC62488H SHALL support at least the rating_type O initihese criteria,
which maps to the parental rating system in DVBt&ys [DVB-SI]. Other descriptors in the key stresm@ssage
SHOULD be ignored.

For the parental rating control, the OITF SHALL quare the program's rating from the parental rating
access_criteria_descriptor with the current pateatang criterion set in the OITF by the applicati(either native
application or DAE) and SHALL block the consumptiafithe programme if the parental rating systesuigported by
the OITF and the programme’s rating does not nfeeparental rating criterion (e.g. rating is aabove a certain
threshold, for a rating system that is ordered ftower viewer age to higher viewer age). The OI'HAEL raise an
event to the application controlling the playbaclother operation whenever a parental rating ferAlV content is
detected that does not meet the parental ratiberiom that is set for the parental system in asd, which has lead to
blocking of the consumption of the content. Ther#\&HALL provide the programme's rating. In casedpplication is
a DAE application, the event is called onParentatig€hange and is defined in Section 7.7.3 of [OIPRE].

If the OITF does not support the particular parersttng system used in the programme, the OITF BHrsise an
event to the application controlling the playbaclother operation. The event SHALL provide the pamgme's rating.
In case the application is a DAE application, tiier is called onParentalRatingError and is defiineSection 7.7.3 of
[OIPF_DAE]. The event MAY be managed via the DABlagation (see Section 4.9 of [OIPF_DAE] for more
information). In case the application is a natipplaation, the event is managed through an OlTiklee dependent
user interface. In both cases, consumption MAY figlacked by setting a new parental rating threshbig setting of
which is usually restricted to privileged userg,. @arents. A successful PIN input by a user MAYubed to control the
parental rating threshold setting. The OITF SHOWdntinue monitoring the MPEG-2 TS, taking into aatioparental
rating criteria changes in ECM streams or newrsgdtifor the parental rating threshold in the Olakg SHALL unblock
consumption if the current program's rating becoloegr than the current parental rating threshold.
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4.2.45.1.1 CA_descriptor

Content with parental rating control SHALL incluttee CA descriptor in PMT with the following restimns:

Syntax No. of bits | Mnemonic Value
CA descriptor() {
descriptor_tag 8 ui mebf 9
descriptor_length 8 ui nsbf
CA system | D 16 ui nsbf 0x0007
MPEGQ2_Reser ved 3 bsl| bf
CA PID 13 ui nsbf
for (i=0; i<N, i++) {
private_data_byte 8 ui nsbf
}
}
Table 23 CA_descriptor
descriptor_tag MPEG has defined the tag value of 9 for the CAediptor.
descriptor_length The length of the descriptor.
CA_system_ID 0x0007
CA_PID The PID on which the KSM table can be found
MPEG2_reserved Bits reserved by [ISO/IEC 13818-1].
private_data_byte Not used and SHALL be ignored.

4.2.45.1.2 Key Stream Message and KSM Table

Content with parental rating control SHALL includey Stream Message in KSM table ([IEC62455], [DVBJL
Key Stream Message is defined in section 7.2 a€@#455] and the following usage restrictions SHAld applied:
. access_criteria_flag is set to KSM_FLAG_TRUE fag tontent with parental rating control.

« traffic protection protocol is set to KSM_ALGO_MPBEGIS_CRYPT.

« traffic_authentication_flag is set to KSM_FLAG_FAEStraffic authentication is not used).

. next_traffic_key flag is set to KSM_FLAG_FALSE.

e timestamp_flag is set to KSM_FLAG_FALSE.

«  programme_flag is set to KSM_FLAG_FALSE.

e service flagis setto KSM_FLAG_FALSE.

e content_key_index MAY be set to any value definefilEC62455]. The OITF SHALL ignore this field.

e odd_even_flag MAY be set to any value defined EJ62455]. The OITF SHALL ignore this field.

e cipher_mode MAY be set to any value defined in [2855]. The OITF SHALL ignore this field.

* encrypted_traffic_key material_length is set to 0.

o traffic_key_lifetime is set to 0.

For content with parental rating control, the ascesiteria_descriptor loop in the Key Stream MessagALL have at
least one parental_rating access_criteria_descript@ OITF SHALL ignore other access_criteria_digsors.
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4.2.45.2 Protection of MP4 File Format

MP4 file format can be downloaded through CSPG-DTCEPG-DTCP SHALL transmit the content in DTCP PCP
format which encapsulates MP4 file format whiclklédined by [OIPF_AVC].

4.2.4.6 Downloaded Content Usage

For downloaded content, content SHALL be transfatnweDTCP-IP protection by CSPG-DTCP when conteriging
downloaded. Content SHALL be stored and played logc®ITF in a manner compliant to DTCP compliandes
[DTCP-AA].

4.2.4.7 PVR Usage

For PVR usage for scheduled content service, co8idALL be transformed to DTCP-IP protection by GSPBTCP

when content is being streamed or multicast. Car@etALL be stored and played back by OITF in a nexracompliant
to DTCP compliance rules [DTCP-AA].
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5 User Identification, Authentication, Authorisatio n and
Service Access Protection

For the syntax of the messages mentioned in seBtisee Volume 4 Protocols.

5.1 General Principals

This section presents the general principles thaén Service Access Protection and User authdiaticdn this section
therequested servicaepresents for example Service Provider Disco(®BD), Service Discovery (SD), or IPTV
Application.

This section also applies to services on the IGestgd from the OITF over the HNI-IGI interface gfied in
[OIPTFV_PROT], section 5.5.1. In this case theieglent of SAA function and Service Function arelgcated on the

IG.
- -

1. HTTP Request for Service

v

2. Service decides if Authentication is needed

3. The Service checks for existing valid authentication session

4. Authentication (method selected by SAA)

5. HTTP Resbnonse with “200 OK” includina reauested Service Information

<
<

Figure 18 General Message Flow for Service Accessoiection and User Authentication

1. The OITF requests a service.

2. The requested service decides whether the reqaedsno be authenticated or not.
= If not, the service directly serves the requestiogstep 5.
= If so, go on with step 3.

3. The requested service checks if the request isgparm existing valid authenticated service seséee section 5.6,
Session Management).

= If so, it directly serves the request, go to step 5
= If not, go on with step 4.

4. The requested service triggers SAA authenticafitvere are two cases: the SAA function is co-locatid the
requested service or the SAA function is standa(see section 5.3, Service Access Protection).Stk decides
what authentication mechanisms it uses (see sestinnterfaces, and section 5.4, OITF Autheniticat
Mechanisms).

= If the authentication is successful, go on witlpgie
= If not, the OITF may e.g. retry step 4 or displayesror message, or return an HTTP error.

5. The requested service serves the request.
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Therequested servicalecides what security is needed for the servitigaedg: Authentication needed or not,
Confidentiality needed (TLS/SSL) or not.

The SAA decides what authentication mechanisms it usesvaiati security is needed for the performed autbatitin:
TLS/SSL or not.

5.2 Interfaces

This section describes the impact of User Idemtifon, Authentication, Authorisation and Servicec@ss Protection on
the HNI-INI and HNI-IGI interfaces.

5.2.1 HNI-INI

The following authentication mechanisms are suggabfor HTTP protocol on HNI-INI interface betweehl® and
Network (see section 5.4 for their specification):

* No authentication
e HTTP authentication, see 5.4.1
« Network based authentication (this requires naaabin the OITF), see 5.4.2
*  Web based authentication, see 5.4.3
« GBA based authentication (this requires an IG tpiesent in the home network), see 5.4.4
*  SAML web-based SSO authentication, see 5.4.5
The OITF SHALL support all the mechanisms listedah

The SAA MAY use any of the mechanisms listed above.

5.2.2 HNI-IGI

In this case the equivalent of SAA function andv&er Function are co-located on the 1G. The follogvauthentication
mechanisms are supported for HTTP protocol on HBllihterface between OITF and IG:

* No authentication
e HTTP authentication, see 5.4.1
* Web based authentication, see 5.4.3
The OITF SHALL support all the mechanisms listedah
On the HNI-IGI interface, the IG SHALL support abkt one of the following authentication mechanisms
* No authentication
e HTTP authentication, see 5.4.1

The IG MAY use any of the above listed mechanisNs duthentication, HTTP authentication or Web based
authentication).

5.2.3 Common Requirements

On both HNI-INI and HNI-IGI interface, th@ITF SHALL support all of the following mechanisms, imedtion, and
security for the HTTP protocol:

= standard HTTP requirements: HTTP redirection, HE®Pkies
= URL parameters

= HTML forms and HTTP Post in forms
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= TLS/SSL
To avoid extra message exchangesQREF SHALL provide in requests, when available (sedise®.6):
= HTTP authentication header (Authorization)

= HTTP cookie header (Cookie)

5.3 Service Access Protection (Informative)
5.3.1 SAA Co-located with Service (Informative)

The following figure describes the sequences wherstAA function is co-located with the requestedyise.

OITF Service/
SAA

1. HTTP Request for Service

v

2. Authentication (method selected by SAA)

3. HTTP Response with “200 OK” including requested Service Information
d

<

Figure 19 SAA Co-located with Requested Service

1. The OITF requests a service. Authentication is adezhd there is no valid authenticated servica@®ss
2. The service/SAA performs authentication.

3. The requested service serves the request.

5.3.2 SAA Standalone (Informative)

The following figure describes the sequences wherSAA function is standalone, the OITF is redieeldio the SAA
for authentication.
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1.

2A.

2B.

3.

4A.

4B.

5.

-

1. HTTP Request for Service

v

2A. OITF requested to redirect to SAA (e.g. using "302 Found" (Location = SAA))
<

2B. HTTP Request (Request URL = SAA)

»
»

3. Authentication (method selected by SAA)

QA The SAA redirects the OITFE back to the service (e.g. by using SAML HTTP-POST binding

or "302 Found" (Location = Service))

4B. HTTP Request for Service

\ 4

5. HTTP Response with “200 OK” including requested Service Information

&
<«

Figure 20 Standalone SAA, Redirection Mode

The OITF requests a service. Authenticatioreisded and there is no valid authenticated sereissian.

The requested service triggers SAA authenticafi he service redirects the OITF to the SAA (asing
"302 Found" (Location = SAA)).

The OITF connects to the SAA, using the redioacobtained in step 2A.
The SAA performs authentication.

The SAA redirects the OITF back to the serfieg. by using SAML HTTP-POST binding or "302 Fouind
(Location = Service)).

The OITF requests the service again, usingdatiection obtained in step 4A.

The requested service checks that authenticatioceeded and serves the request.

5.4 OITF Authentication Mechanisms
5.4.1 HTTP Basic and Digest Authentication

The OITF SHALL support HTTP basic and digest autivation as specified in [RFC2617]. A possible naggsflow for
HTTP basic and digest authentication is describdéigure 21. When HTTP basic or digest authenticaiRFC2617] is
used, it is assumed that user identifier and itsetenformation (e.g. password) are shared bet@@i and Providers
Network (SAA) in advance of the described sequence.
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-

1. HTTP Request

v

2. HTTP Response with “401 Unauthorized” and www-Authenticate header
<

3. HTTP Request with Authorization Header

v

4. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") and Authenticationinfo header
dl

<

Figure 21 HTTP Basic and Digest Authentication

1. The OITF requests a service co-located with the S#xtion or has requested a service and has leelrected to
SAA function.

2. The SAA responds with a "401 Unauthorized" stathdecwith a WWW-Authenticate header defined in [RECZ].

3. The OITF re-sends the request with an Authorizatieader as defined in [RFC2617]. The user identiel its
secret information are used as username-value assord for the generation of the Authorisationdeea

4. The SAA checks the Authorisation header. If thefication succeeds, the SAA/service serves theesgor
redirects the OITF to the service. The responséagman Authenticationinfo header.

If no user and password are available at the Géiindow may be displayed to the user for entehisgcredentials
between step 2 and 3. This is the standard wotkiagDAE application. As described in general piptes, this situation
shall occur only if no valid authentication sessiorcredentials are available in the OITF.

NOTE: To protect the password that is in the cleaiTTP basic authentication; the SAA may additibneequire
TLS/SSL as stated in the general principles.

5.4.2 Network Based Authentication (Informative)

This section describes the message flows for nétlvased authentication. Network based authenticadia silent
authentication based on network information. Thithantication is transparent to the OITF.

In the case of a managed network, the SAA canaelgproprietary) network specific information, whimformation is
out of scope of this specification, to authentiGatancoming request. The sequences are depictbé iollowing

figure:

1. HTTP Request

v

2. Retrieve network information
to identify user

‘3. HTTP Response with "200 OK" or "301 Moved permanently" or 302 Found"

<

Figure 22 Network Based Authentication
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1. The OITF requests a service co-located with the Sdxstion or has requested a service and has leeirected to
an SAA function.

2. The SAA links the request to the user based ongrétimformation.

3. If the operation succeeds, the SAA/service seftveseaquest or redirects the OITF to the service. fEsponse may
contain session management information (cookie, [y&lameter).

5.4.3 Web Based Authentication

The calling function in the OITF SHOULD support eddng a CE-HTML response for a service HTTP re¢aesl
SHOULD launch the DAE for displaying it. If the tiab function does not support receiving an CE-HTMIHTML or
HTML compatible response, it SHALL signal it to therver by including its acceptable media typesavit
“application/xhtml+xml”, “application/ce-html+xml"and “text/html” in the request's HTTP "accept" teaexplicitly,
and by also not including CE-HTML/1.0 as part of thser-Agent header. If the calling function doessupport
receiving an CE-HTML, XHTML or HTML compatible respse, the SAA SHALL return a "403 Forbidden" HTTP

error.

As described in general principles, this situasball occur only if no valid authentication sess®available in the
OITF (e.g. no cookie available).

The DAE within the OITF SHALL support CE-HMTL formend HTTP Post in forms.

The remainder of this section describes the medéage for web based authentication. Web basedemtittation can be
explicit or implicit/silent.

= explicit authentication: the user is prompted vattveb page form to fill-in with a login and passdiathe result
of the authentication can be persistent for lateuse (implicit/silent authentication)

= implicit/silent authentication: the user is not pyated with any form but s/he is silently authertichbased on
persistent data (session management)

Web based authentication mechanisms do not addreetwgnts to the OITF besides supporting a DAE. Tdreybased
on optionally HTML forms and HTTP Post, HTTP rediien and HTTP cookies.

OITF SAA

1. HTTP Request with accept header containing "application/ce-html+xml" or
User-Adent string that includes CE-HTML/1.0 (...)

v

HTTP Response with "200 OK" (web form)

2.
<
<

3. Display form in DAE

4. User enters credentials and validates web form

5. HTTP Request (credentials posted in web form)

»
>

6. Check credentials

7. HTTP Response with "200 OK" or redirection (e.g. "302 Found") or "403 Forbidden"
-

Figure 23 Web Based Authentication with Form

1. The OITF requests a service co-located with the Sxtion or has requested a service and has leelrected to
SAA function.

2. Ifthe HTTP request to the SAA has a User-Agenmngtthat includes CE-HTML/1.0 as defined in [CEA120A],
or the "accept" HTTP header includes (explicitlyiraplicitly) a CE-HTML accept header (“applicatiaet
html+xml”), the SAA responds with a CE-HTML comga# web form for requesting user credentials. User
credentials provisioning are out of scope of tipiscification.
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The web form is displayed in the DAE.
The user enters his credentials and validatesottme. f
The form validation posts the user credentialhi®SAA.

The SAA checks the credentials.

N o g M o

If verification is successful, the SAA/service ses\vhe request or redirects the OITF to the ser¥ibe response
MAY contain session management information (cooldiel. parameter).

5.4.4 GBA Authentication — Using IMS Gateway

This section specifies optional functionality byiaihan OITF can use the ISIM in an IG, if presentlie home network,
for user authentication to services on managedar&sy This section is based on the principles dlesdrin
[OIPF_ARCHL1.2], Appendix B, but extends that settio

The IG SHALL signal that it supports GBA Authentice in its description during UPnP discovery asdfied in
[OIPF_PROT], section 10.1.1.1.3.

NOTE: The criteria that determine under which anstiances the functionality by which an OITF canthgelSIM in a
Gateway Function is implemented in an OITF aredfubhe scope of the present document.

5.4.4.1 Initial GBA Registration

When the OITF is powered up or when the user baisia registration, i.e. when the OITF requestser Registration
from the IG, and if the IG supports GBA Authentioat the OITF SHALL, after the User Registratioarfr the IG,
request a GBA Registration from the IG as descrihdg®IPF_PROT]. Receiving this request, the IG SHAperform a
GBA registration for the current IMS registered rusavards the GBA Single Sign-On Function, accogdin
[3GPP33.220]. The GBA registration is based oneteshared between the ISIM and the network provitie result
of a successful GBA run is the establishment ession identifier, B-TID, and a shared key, Ks.sTkey Ks can later
be re-used to derive server side application (Nggecific keys. These keys can also be passedtounsted applications
in the home network, and can later be used foremtitation based on the GBA authentication, buheuit further need
for 1G-provider network communication.

OITF IG ASM GBA Single
Sign On
(BSF)

1. Power-on or User Request

—

2. Perform IMS Registration as defined in section 5.5

3. HTTP Request “GBA Registration"

»
»

4. Validate request

5. Perform GBA according to [3GPP33.220] resulting in shared Ks, B-TID, Key lifetime

6. Create a registration state

2 HTTP Response 200 OK

8. Indigation to User

Figure 24 Initial GBA Registration

Figure 24 shows the message sequence for initidl &Bistration. It contains the following steps:
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The OITF is powered on (automatic default regigtrgtor the user requests a personalised regmstrati
The OITF performs a user registration as defineskction 5.4.5.
The OITF sends a GBA registration request to |@efed in [OIPF_PROT], section 5.3.6.2.1, step 1.

P w d P

The IG validates the request. The IG may requitbattstage any authentication mechanism spedifisdction
5.2.2 and/or any mechanism and security (i.e. TE§)Specified in section 5.2.3. For simplificatioane of
this mechanism is shown in Figure 24.

5. The IG performs GBA bootstrapping procedure aceaydd [3GPP33.220] towards the GBA Single Sign-on
(BSF) function in the provider's network. If sucsfes, this results in establishing a shared keyK$oth ends.
The GBA Single Sign-on function also sends thdifife of the key Ks and a session identifier B-Ttlthe IG.

6. The IG returns the outcome of the GBA registrapoocess to the OITF as defined in [OIPF_PROT],isect
5.3.6.2.1, step 2.

7. If the result of the registration procedure is ®83ful, a registration state is created and maiethin |G.

8. An indication is sent to the user that includesdhtcome of the registration process.

5.4.4.2 Re-use of GBA Authentication — Using HTTP D igest Authentication

The key Ks that was established during the GBAstegfion MAY be used later on for authenticatiotween OITF
functions and services (i.e., Application ServelEgch time an OITF needs to access a service dffgran AS (i.e.,
NAF) that requires GBA Authentication, a specifieykKs NAF SHALL be derived by the IG and the serside GBA
Single Sign-on function (the BSF). This generated 8HALL be conveyed to the OITF function in theidential
network by the IG, and to the AS by the server & Single Sign-on function (the BSF). The key Kg\F SHALL
then be used for authentication between the OITiEtion and the AS, using HTTP Digest authenticatisrspecified by
[B3GPP24.109].

If the OITF has registered to an IG which supp@®BA Authentication, the OITF SHALL act as a Usewiggnent in
[3GPP24.109] and therefore SHALL signal in its UAgent that it supports GBA Authentication.

When a SAA (acting like a NAF in [3GPP24.109]) regts GBA Authentication, the OITF SHALL retrieve GB
Credentials for the specified NAF_ID from the IGsaecified in [OIPF_PROT], and SHALL perform HTTHRgBst
authentication as specified by [3GPP24.109].

As a pre-requisite to this procedure, the GBA regi®on (cf. 5.4.4.1) MUST have been successfulijnpleted.
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OITF IG SAA GBA Single
(NAF) Sign On

1. HTTP Request with User-Agent containing "3gpp-gba"

v

HTTP Response with “401 Unauthorized” and www-Authenticate header for GBA

2.
<
<«

3. HTTP Request Fetch-GBA-Credentials with NAE_ID
>

Derive Ks_NAF

4_HTTP Response B_TID, Ks_NAF
o

5. HTTP Request with Authorization (Digest) Header using B_TID as login and Ks_NAF as pﬁsword

6. NAF ID,B TID

»

Derive Ks_NAF

7. Ks NAF

A

8

% HTTP Response with "200 OK" or "301 Moved permanently" or "302 Found"

Figure 25 Authentication between an OITF and an SAMased on GBA Keys

Figure 25 shows the message sequence for auth@nib@tween an OITF function and an SAA basedherpreviously
established GBA key. It contains the following step

1. OITF function sends a request for a resource (gegvice) to the SAA (NAF). It is assumed here that
resource requires authentication. The User-Ageimgsin the HTTP request contains "3gpp-gba" intifcato
the SAA that it supports GBA authentication.

2. The SAA (NAF) returns a 401 Unauthorized messdgereéalm indicates that 3GPP bootstrapping is asdd
provides the NAF FQDN as defined in [3GPP24.109].

3. OITF sends a request including the NAF_ID to thed@etrieve GBA credentials, and IG generates K&FN
Note: according to [3GPP33.220], the NAF_ID is damted as follows: NAF_ID = FQDN of the NAF || Ua
security protocol identifier. The identifier for Wecurity protocol HTTP Digest authentication adoag to
[3GPP24.109] is (0x01,0x00,0x00, 0x00,0x02). Thyuest format is specified in [OIPF_PROT], section
5.3.6.2, step 1.

Ks_NAF is computed as Ks_NAF = KDF (Ks, "gha-meAND, IMPI, NAF_ID), where KDF is the key
derivation function as specified in Annex B of [3&33.220], and the key derivation parameters con§iste
user's IMPI, the NAF_ID and RAND.

4. IG returns Ks_NAF, B-TID and the lifetime of theykks NAF to OITF. The lifetime indicates the exptime
of the key Ks_NAF and is equal to the lifetime lo¢ tkey Ks (which was specified by the BSF durirg@BA
bootstrapping procedure). The response formatdsibpd in [OIPF_PROT], section 5.3.6.2, step 2.

5. The OITF function repeats the request with an Artitladion header, using B-TID as username and Ks_B#\F
password.

6. SAA (NAF) sends B-TID and its NAF_ID to the GBA $ie Sign-on function in provider network, the GBA
Single Sign-on function retrieves Ks and calculd&ssNAF.

7. The GBA Single Sign-on function in provider netwasgturns Ks_NAF, together with its lifetime, to SAA
(NAF).

Note the key lifetime returned by the GBA Singlgrson function is equal to the lifetime of the @sponding
Ks. But the SAA (NAF) may choose a shorter keptilifee based on local policy and/or application-sfieci
needs.
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8. If Ks_NAF has expired, the SAA (NAF) shall senduitable bootstrapping renegotiation request toQhEF,
according to [3GPP33.220]. Otherwise the SAA (NAB&s Ks_NAF to authenticate the request. Upon
successful authentication, the SAA (NAF)/servicerse the request or redirects the OITF to the senihe
response may contain session management inform@takie, URL parameter).

The message format for steps 3 and 4 are spedifitne section 5.3.6.2 of [OIPF_PROT].

5.4.4.3 Binding Between GBA User Authentication and DRM Device Authentication
(Informative)

GBA authenticates ISIM/IMPI, not the device. On tiker hand, DRM (e.g. Marlin) relies on devicehauitication; the
device must have a valid certificate issued byORM trust authority. To avoid security issues @lipwing a legitimate
(from a DRM point of view) device that is howevetiin fact authorised by a user accessing servinesGBA (user)
authentication and the DRM device authenticatioedn® be securely linked together.

5.4.5 SAML Web-based SSO Authentication

This section specifies the functionality and poesibhessage flows for basic SAML web-based singja-sin
authentication.

SAML Web-based single sign-on authentication SHAddhere to section 4.1 of [SAMLPROF], whereby thevBA
HTTP POST binding of a SAML <Response> message fle8AA SHALL use MIME-type
“application/ce-html+xml” as defined in [CEA-2014}AA standard CEA-2014-A compatible browser is abl&andle
the SAML HTTP redirect and POST bindings definethiis section, without requiring any extension€®A-2014-A.
This profile of SAML therefore does not add requiemnts to the OITF besides supporting DAE functiiyal

The remainder of this section describes sequerfdesmSAML Web-based single sign-on authenticat®handled
between the different relevant entities, i.e. thevise, the SAA, and the OITF.

The sequences assume that the SAA and servicedprahare a logical identification of the userdwance of the
described sequence. The user is known to the SAA.SAA maintains knowledge of the user’s authetitioa
credentials.

-

1. HTTP Request for Service

»
»

2. Redirect request using SAML HTTP Redirect binding (i.e. HTTP Response with HTTP "302 Found" or
;303 See Other” (Location = SAA), with a SAML <AuthnRequest> message).

«

2. HTTP Request (Request URL = SAA), with the SAI\AL <AuthnRequest> message
L

3. Authentication (method selected by SAA). methods vary, details not shown.

HTTP Response with SAML HTTP POST binding (Location = Service), with SAML <Response> message

4.
dl
|

4. HTTP POST Request for Service, with SAML <Response> message

v

5. HTTP Response with “200 OK” including requested Service Information

<
<

Figure 26 SAML Web-based SSO Authentication

1. The OITF requests a service. Authentication is edeahd there is no valid authenticated servica@ess

2. The requested service triggers SAA authenticatipisfuing a redirect request using SAML HTTP Redtitending,
i.e. an HTTP Response with HTTP "302 Found" or “B&& Other” (Location = SAA) , with a SAML
<AuthnRequest> message (as defined in section 84SAMLCORE])).
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3. The SAA authenticates the user. Various methodst éxi this. Valid methods include the authentimatmethods as
defined in Sections 5.4.1 through 5.4.4 of thiswioent.

4. The SAA responds with a SAML HTTP POST binding SAML <Response> message (as defined in sectiof 3.3
of [SAMLCORE]). Since the browser of the OITF is €H ML compliant, the SAA response message must use
MIME-type “application/ce-html+xml” as defined iCEA-2014-A]. The CE-HTML browser will load the
CE-HTML page with the SAML POST binding, after whiit issues an HTTP POST request to the targetcserv
with the SAML <Response> message as payload.

5. The requested service checks the SAML <Responsasage to see if authentication succeeded. If sdede¢he
service serves the request.

5.5 IMS Registration
5.5.1 IMS AKA

IMS Registration using IMS AKA is specified in [OFPPROT], section 6.3.2.2.

5.5.2 SIP Digest

This section specifies the message flows for Siesfi authentication by means of which Service Platfémoviders
and IMS Gateways located in Residential Networksaathenticate each other. These message flovisaaes on
[3GPP33.203] and [3GPP24.229] (stage 3 specificatio

5.5.2.1 Relevant Functional Entities and Reference Points

Figure 27 extracts the functional entities andregiee points relevant for SIP Digest from the OFr6vider and
Residential Network Architectures (see Figuresdn@ 5-3 in [OIPF_ARCH1.2]):

Residential Network Provider Network

OITF IG User
Database
HNI-IGI Auth/Session UNIS-8 NPI-12
Management
Client/Server

Figure 27 OIPF Functional Entities and Reference Hats Involved in SIP Digest

SIP Digest authentication is interlaced into theSIRegistration message exchange between the IMS\WGa{(IG) and
the Authentication and Session Management (ASMgtfanal entities. IMS Registration occurs eitherentihe 1G is
powered up or when the IG receives a correspon@iggest from an OITF. The User Database supplesg8M with
authentication vectors needed for SIP Digest atitegtion.

5.5.2.2 Prerequisites

Prior to the first IMS Registration (and hence ptmthe first SIP Digest) protocol execution, thbowing parameters
MUST be provisioned:

" This section specifies authentication-related itbetd certain_SIRmessages. Elsewhere, for example at ETSI TISPAN,
this SIP authentication method is often called “HPTDigest” as SIP Digest [RFC3261] is identical f6THP Digest
[RFC2617] — despite the fact that the protocoluestion is SIP and not HTTP. The authenticatiorhogtreated in this
section is referred to as "SIP Digest” since thm@3dHTTP Digest” might lead to the wrong impresstbat the protocol
in question is HTTP.
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* tothelG:
0 one or more IP Multimedia Private Identities (IMP1)
0 one or more IP Multimedia Public Identities (IMP&gach associated to one or more IMPIs,
0 one or more passwords, each assigned to one apdmalof the IMPIs provisioned to the IG,
o ahome network (HN) domain nafhand

* to the User Database:

o the IMS subscription information comprising the INB} and IMPU(s) provisioned to the IG, the
association of the IMPU(s) to the IMPI(s), and plassword(s) provisioned to the IG. The User Da&bas
stores each password against the IMPI it is asdigme

Methods for provisioning these parameters to |G @ser Database functional entities are out of sadytlis
specification.

5.5.2.3 Message Flows

Figure 28 shows the message flow for SIP Digedtemiication, which is interlaced into IMS Regiswatmessages:

OITF IG ASM User
Database

0. IG powered uE

1. Registration Request

2. SIP REGISTER

HN, IMPI, IMPU
3. DIAMETER MAR R
IMPI
4. DIAMETER MAA
5. SIP 401 Unauthorized IMPI, gop, algorithm,

A

realm, H(A1)
IMPI, realm, nonce,

gop, algorithm

6. SIP REGISTER

v

HN, IMPI, realm,
nonce, response,
cnonce, gop, nonce-
count, algorithm

7. SIP 200 OK

< 8. Registration Response | response digest

Figure 28 SIP Digest Message Flow Interlaced intMS Registration

0. The IG is powered up. This can initiate the exien of steps 2 — 7.

® The home network domain name identifies a Serlegform Provider network. It does ridentify anything on the
Residential Network side.
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1. OITF to IG: Registration Request
The OITF sends a request for registration to th& ateway (IG), when needed (the end user explicigs
on for personalized services).

2. IG to ASM: SIP REGISTER
This request contains the home network domain ridlhef the 1G’s IMS home network, an IMPI and an
IMPU. If the ASM has a valid SIP Digest authentigatvector (SD-AV) for the specific IMPI, steps8and
5 are omitted.

3. ASM to User Database: DIAMETER MULTIMEDIA AUTH REQ UEST (MAR)
The ASM requests a SD-AV from the User Databask wispect to the IMPI received in step 2.

4, User Database to ASM: DIAMETER MULTIMEDIA AUTH ANS WER (MAA)
Along with the IMPI, the User Database sends a SDt#\the ASM containing the following data: qop wel
(quality of protection), the authentication algbnit, realm, and a hash value H(A1) of the IMPI,meand
password. [RFC2617] provides additional informatiomthe values in the authentication vector for SIP
Digest based authentication. Upon reception oMB&\ message, the ASM stores the H(A1) value and
generates the nonce value needed to challeng&the |

5. ASM to IG: SIP 401 Unauthorized
The ASM denies the IG authentication but sendsPadBllUnauthorized message to the IG in order to
challenge the IG. This message contains the IMigInbnce, the authentication algorithm, and thread
gop values.

6. IG to ASM: SIP REGISTER
After reception message 5, the |G generates atcl@mmce (cnonce) and calculates an authenticagigmonse
value using this cnonce and other values receivetep 5 (see [RFC2617]). The IG sends a new SIP
REGISTER request to the ASM, this time with thehautication response along with the parameters JMPI
realm, nonce, response, cnonce, qop, honce-cauhglgorithm.

7. ASM to IG: SIP 200 OK (successful case)
After reception of the SIP REGISTER message coingithe authentication response value, the ASM
calculates thexpected response value using the previously stored H(Atl)the stored nonce value together
with other parameters (see [RFC2617]). If the resposalue received from the IG equals the expected
response value, the IG has been authenticatecharlPU is registered in the ASM. In this succeksése,
the ASM sends the SIP 200 OK from ASM to the IGHdimg the IG to authenticate the HN. This SIP 200
OK message contains a response digest calculaitegithe cnonce value generated by the IG prioetalig
message 6.

8. IG to OITF: Registration Response
The IG informs the OITF about the result of theisgrgtion procedure (when step 1 was executed).

5.5.2.4 Message Details
The details of the messages 2 — 7 in section 3.52. specified in [3GPP24.229].

5.6 Session Management

User authentication does not need to be performdeach request. In order to avoid re-authenticasit each request,
a Service (and/or SSA) can rely on authenticatemsi®n management. The following authenticatiosisas
management can be used: cookies, URL parametedd BRi authentication session, if HTTP or GBA autietion
has been used.

5.6.1 Cookie Session

The OITF SHALL support HTTP session managementgusgokies as described in [RFC2109]. The cookapeque
data to the OITF.

Persistent cookies SHALL be stored in non-volatiemory (Flash, HDD, etc.) in the OITF.

All OITF applications using HTTP (not only DAE) SHA be able to create, read and delgtesistentcookies with
respect to domain restriction as specified in [RECH. Persistent cookies SHOULD be shared betwkeomponents
in an OITF.
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User SHALL have the possibility to delgtersistentcookies in OITF.

The following figure shows an example of sequenizsed using cookie session:

OITF SAA or
Service

1. HTTP Request

»
>

2. Authentication (method selected by SAA)

| 3. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") with Set-cookie Header

«

4. HTTP Request with Cookie Header

»
»

5. Check Cookie

6. HTTP Response with "200 OK" or “301 Moved Permanently” or "302 Found" with Set-cookie Header
d

<

Figure 29 Session Management Using Cookie

The OITF requests a service with no valid cookie.
The service triggers the SAA authentication andSA& performs the wanted authentication.

The service or SAA sets a cookie using Set-Coddgpanse header as specified in [RFC2109].

A

The OITF requests a service. Applicable cookiepaogided in each HTTP request as specified in [RED]
(domain-match, port-match, path-match, Max_Age-magtc.).

o

The service checks the cookie. Cookie checkinglisobscope of this specification.

6. The service optionally refreshes the cookie anslis@igain using Set-Cookie response header affisddn
[RFC2109].

Steps 4 to 6 are performed for each new HTTP reqeesrding to cookie matching.

5.6.2 URL Parameters (Informative)

An alternative to cookies for passing session gatlae use of hidden input fields in forms or URAr@ameters in requests
passed to the server. These mechanisms are transpmathe OITF. Below is an example message flsiwgiURL
parameters. Note that the use of hidden inputdie&th also be achieved with HTTP POST. The mecimamigising
HTTP POST is not described in this section.
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OITF SAA or
Service

1. HTTP Request

»
»

2. Authentication (method selected by SAA)

‘3. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") with URL parameter
-

4. HTTP Request with URL parameter

»
»

5. Check URL parameter

_6. HTTP Response with "200 OK"
al

Figure 30 Session Management Using URL Parameters

The OITF requests a service with no valid authetibn session.
The service triggers the SAA authentication and3A& performs the wanted authentication.
The service or SAA redirects to the service witheav URL parameter for session data.

The OITF requests a service with the URL parameter.

g w0 NP

The service checks the session data in the URLnpetea. Session data is opaque data and out of etdpis
specification.

6. The service serves the request.

NOTE: URL parameters are often used to pass sesdgmmation from an HTTP session to a sessionguaimother
protocol (e.g. RTSP).

NOTE: a web server (service or SAA) can maintaitddiTP session using this technique. But the sesvasponsible
for modifying every link URL, so that the sessiaatalis posted in a form or appended to the request.

NOTE: Passing information through URL parametetsgly insecure.

5.6.3 HTTP Authentication Session

When using HTTP authentication, a server can reliA® TP authentication session as specified in [RFAT2.

The User MAY be prompted to allow OITF to store HT @&uthentication parameters, i.e. username ansvpeksin
non-volatile memory.

All OITF applications using HTTP (not only DAE) SHIDD have access to HTTP authentication parameiters,
username and password.

All OITF applications using HTTP (not only DAE) SHID share the current HTTP authentication sessiog. B-TID,
Ks_NAF, nonce, cnonce, nonce-count and opaque sialue

If username and password can be stored, the uskkISkave the possibility to change stored username passwords
in OITF for a given protection space as specifiefRFC2617].

The following figure shows an example of sequerzesed on HTTP authentication session:
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OITF Service/
SAA

1. HTTP Request

v

2. HTTP or GBA Authentication (method selected by SAA)

3. HTTP Response with "200 OK" with Authenticationinfo header

«

4. HTTP Request with Authorization Header

»
»

5. Check Authorization Header

6. HTTP Resnonse with "200 OK" with Authenticationlnfo header

>
<

Figure 31 HTTP Authentication Session
The OITF requests a service with no valid HTTP antitation session.
The service/SAA performs HTTP or GBA authentication

The service/SAA serves the request including arhdaticationinfo header as specified in [RFC2617].

A

The OITF requests again a service. Appropriate HAUiEhorisation headers are provided in each HT TRiest
within the protection space (specified by domam§pecified in [RFC2617].

5. The Service/SAA checks the Authorisation header.
6. The Service/SAA serves the request including arhéunticationinfo header.

Step 4 to 6 can be performed for each new HTTPastquithin the protection space.
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Appendix A.

Link of User Authentication and DRM Device
Authentication (Informative)

This section describes the generic mechanism kauer authentication result with device authetiticein OITF.
Although the device authentication mechanism ivigied by Marlin, the user authentication mechanismes
depending on the system environment.

The mechanism described in this section uses HTigBsDAuthentication [RFC2617] and assumes thatidsatifier
and its secret information (e.g. password, Ks_Nai€)shared between OITF and Providers Networkwamck of the
sequences between CSP and CSP-T Server.

The sequence below explains how the user authéoticand device authentication are securely coedlaith each

other by Marlin Action Token Acquisition and MarlRrotocol.

OITF Provider Network
CSP CSP-T
Serve
1. Reque! N

2. Response incl. WWW-Authenticate header

A

3. Recues incl. Authorization heaer

Marlin Action Token

4. Response incAuthenticationInfo header (Marlin Action Token) }

A

5. Request incl. Authorization hea

6. Responsincl. AuthenticationInfcheade

o Acquisition
0>
) Marlin Protocol
A\

Figure 32 User Authentication for CSP, CSP-T Servecommunication

1. The CSP requests a Marlin Action Token to the CSEeiiver.

2. When the CSP-T Server receives the request fromf@3Re Marlin Action Token, the CSP-T Server rasqs
with a "401 Unauthorized" status code with a WWWH#anticate header defined in [RFC2617].

3. When the CSP receives the response, the CSP $mnojuest which includes an Authorisation headéned in
[RFC2617]. The user identifier and its secret infation are used as username and password for tjenevthe
Authorisation header.

4. When the CSP-T Server receives the Authorisatiauée

o The CSP-T Server verifies the Authorisation header.

0 When the verification succeeds, the CSP-T Serveemgges user information to be included into the
Business Token, and stores the combination ofidsetifier from the Authorisation header and user
information to be included into the Business Token.

o0 The CSP-T Server then sends Marlin Action Tokerctimcludes the Business Token with
Authenticationinfo header defined in [RFC2617]he CSP as the response.

5. Given the Marlin Action Token, the CSP sends a {(Marotocol) request to CSP-T Server which inckide
Authorisation header calculated from its usernanteassword, and the Business Token.
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6. When the CSP-T Server receives the Authorisati@aéein the (Marlin Protocol) request, which indsdhe
Business Token,

o The CSP-T Server verifies the Authorisation header.

o When the verification succeeds, the CSP-T Serveclchthe combination of user identifier and Bussnes
Token in the request with its stored combination.

o If the check succeeds, the CSP-T Server sends dilf\¢aotocol) response and correlates user identif
and its secret information (i.e. user authentiegtigith device identifier (i.e. device authenticed).
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Appendix B. XML Schemas (Normative)

This appendix contains XML schemas relating to rmgss described in previous sections.

B.1 XML Schema for MarlinPrivateDataType Structure

This is the XML schema for MarlinPrivateDataTypeusture (see section 4.1.7.2):

<?xm version="1.0" encodi ng="UTF- 8" ?>

<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >

<I-- schena filename is csp-MrlinPrivateData.xsd -->
<xs:include schenmalLocati on="csp- DRVPri vat eDat aType. xsd"/ >
<xs:conpl exType nane="Marl i nPri vat eDat aType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="DRMWPri vat eDat aType" >
<Xs: sequence>
<xs:el ement name="MarlinLi cense" type="xs:base64Bi nary"/>
<xs:any nanespace="##any" processContents="|ax" m nCccurs="0" maxCccur s="unbounded"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conmpl exCont ent >
</ xs: conpl exType>
</ xs: schema>

The DRMPrivateDataType structure is defined inittiduded file “csp-DRMPrivateDataType.xsd” as

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Scherma" el ement For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<xs: conpl exType nane="DRMPri vat eDat aType" abstract="true">
<xs:attribute nane="m neType" type="xs:string" use="optional"/>
<l-- NOTE: DRMPrivateDataType is an abstract type that can be extended and repl aced
by a specific instance type to carry nessages for a particular DRM system
Derived types of <DRMPrivateData> shoul d include an <any>
construct to be prepared for future extensibility, as is done for
exanpl e for <MarlinPrivateData> -->
</ xs: conpl exType>
</ xs: schema>
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B.2 XML Schema for MIPPVControlMessage Format

This is the XML schema for MIPPVControlMessage (seetion 4.1.7.3.1):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs: schema t ar get Nanmespace="ur n: oi pf: csp: M PPVCont r ol Message: 2008"
xm ns: tns="urn: oi pf: csp: M PPVCont r ol Message: 2008" xmi ns: xs="htt p: // www. W3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" attri buteFornDefaul t ="unqualified">
<I-- schena filename is csp-M PPVControl Message. xsd -->
<xs: el ement nanme="M PPVCont r ol Message" >
<xs: conpl exType>
<xs: sequence>
<xs:el ement name="MarlinLi cense" type="xs: base64Bi nary" m nCccurs="0"/>
<xs: el ement name="MarlinActi onToken" m nQccurs="0">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: ext ensi on base="xs: base64Bi nary" >
<xs:attribute nane="absol ut eAcqui sitionTi mi ng" type="xs:dateTi ne"
use="optional "/ >
<xs:attribute nane="rel ati veAcqui sitionTi mi ng" type="xs:duration"
use="optional "/>
</ Xxs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

</ xs: schema>

B.3 XML Schema for HexBinaryPrivateDataType Structu re

This is the XML schema for HexBinaryPrivateDataT#teucture (see 4.2.3.10.2):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma" el enent For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed">
<!-- schema filenane is csp-HexBinaryPrivateDataType. xsd -->
<xs:incl ude schemalLocati on="csp- DRVPri vat eDat aType. xsd"/ >
<xs: conpl exType nane="HexBi naryPri vat eDat aType" >
<xs: conpl exCont ent >
<xs: ext ensi on base="DRWPri vat eDat aType" >
<XS: sequence>
<xs: el enent nane="Message" type="xs: hexBi nary"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: schema>

The DRMPrivateDataType structure is defined inittituded file csp-DRMPrivateDataType.xsd and isveidn
section B.1.
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Appendix C. DRM Messages used in DAE (Informative)

The following table summarizes the DRM messagestlagid MIME-types used in sesndDRMMessageAPI defimed
[OIPF_DAE].

Mime-types Description
Application/vnd.marlin.drm.actiontoken+xml Marlin Action Token defined by [MRL BNSP]
Application/vnd.openiptvforum.mippvcontrolmessage+xml | MIPPVControl Message as described in section 4.1.6
Application/vnd.openiptvforum.cspg-hexbinary CSPG-Cl+ message as described in section 4.2.3.4.1.1.2 Mapping of
APDUs to DAE API or Events

Table 24 DRM Messages used in DAE
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Appendix D. CSPG-CI+ Usage Examples (Informative)

Cl+ Host is the function in the OITF responsible filanaging the dialog with the CSPG-CI+. CSPG-Glteferred to
as Cl+ CAM in [CI+] specifications. It is an inteinfunction in OITF, not identified in [OIPF_ARCHI is shown on
the following sequence diagrams to help understandf interaction with other identified functions.

Management of content protection using CSPG-Cl+ngaisnpact on the protocols used for service discgvScheduled
Content or COD session establishment and manageawedéfined in [OIPF_PROT]. CSPG-CI+ protectedises can
be scheduled content services on managed netwof&®D streaming or download services on managed and
unmanaged networks. Following sequence diagramsrdyeexamples of services.

D.1 CSPG-CI+ Initial Power-on (Informative)

During initial power-on, the CSPG-CI+ and the Olfibtually authenticate each other using the Cl+entibation
mechanism. Figure 33 is an overview of the mechmani=or further detail, please refer to [Cl+], sentb.

A/V or video/
Cl+ Host broadcast DAE Service
object

CSPG-Cl+
(Cl+ CAM)

Power —on

No Stgred
Authenti¢ation
Key,

iertificate Verification & DH
Key Exchange

< Authentication Key >
Verification

First Power - on

Store Store
Authentication Authehtication
Key Hey

e SAC establishment >

Figure 33 CSPG-CI+ First Power-on
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D.2 CSPG-CI+ Normal Power-on (Informative)

During initialization, if the CSPG-CI+ has storaatlzentication information, it only verifies thati$hauthentication
information is shared with the OITF. Figure 34 isaverview of the mechanism. For further detaibgsle refer to [Cl+],
section 6.

A/V or video/
Cl+ Host broadcast DAE Service
object

CSPG-Cl+
(Cl+ CAM)

| Power-on

Get Stgred
Authentigation
Key

¢ Authentication Key >
Verification
¢ SAC establishment >

Power - on

Figure 34 CSPG-CI+ Normal Power-on
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D.3 Live Session Example (Informative)

CSPG-Cl+ AN or video/
Cl +Host broadcast DAE Service
(Cl+ CAM) object
< Power-on
5 Get Stored
v |Authentication
] Key
3
8 < Authentication Key >
Verification
< SAC establishment >
Get S&S (Broadcast Discovery record) .l
Ll
SD&S
«— — — —|— = — — — — —
Browse () N
L
Cw «— - — — — — — —
o g igtChannelConfig (..)
7]
§ @ Play request
o 2
S ® < setChannel (...)
7]
- o
Initiate Schedule Content Session (See [OIPF_ PROT])
Content Content Content
[t -t -
ca_pmt|
|t _pmt()
| _ca pmt reply () —p|
Content Content Content
[t - -
| CI+ protected Content > _unp&tecled_Comenh PlayStateChange
(PlayState:PIayingP

Figure 35 CSPG-CI+ Live Session Example
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D.4 Parental Control Management Example (Informativ =€)

AV or video/
(Ccslf((;::t(\:l\lll; Cl +Host broadcast DAE Service
object
Power on

= Content Content Content

[=

g [t - -

Cl+ protected Content unprotected Conten,

o

£

<] parental_control_info () OnParentalRatingCh.

2 | ge () g

[1] . .

c Informatipn analyzed in

@ | Stop DAE

rdescrambli ide Vi

a.aescrambiing Hide yideo/mute

Get page N
L
— HTML Page
5 «— — — TR
‘g o Requést PinCode
L_‘: § < parental_control req () _ | - setParentalCqntrolEnable ()
- =
arental_control_repl) gK
55 | porenal comolreply Qe ___K______ >
S
© Restart
o .
degcrambling
Content Content Content
- - -

Cl+ protected Content unprotected Conten PlayStateChange
| CI* protected Lont L gyt U protected G _b y: 9t

(PIayState=P/aying’

Show vjdeo/unmute

Figure 36 Parental Control Management Example
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D.5 No Rights Event and Purchase Example (Informati  ve)
AV or video/
CSPG-Cl+ Cl +Host broadcast DAE Service
(Cl+ CAM) .
object
Power on
Live sgssion establishment
- Content < Content < Content
E | Cl+ protected Content > _unp&tected_Contenﬁ
>
..g’ rights_info() - - OnDRMRightsError {.‘
S
§ Stop Informatipn analyzed in
degscrambling DAE
| __l_____ Hide yideo/mute  _ _ _ ___ _ _ _ _ | ___
Get to Rights Issuer URL () N
c L
-2 FHTMEagﬂ CA_vendor_specific message
g -t Send_DRM_msg() < SendDRM{fessage ()
g License Request -
@ Optional Commuhication using Cl+ Lpw Speed Communication resource with IP extension
g, |t License
| Send DRM msg replyGy | _ _ _ _ _ K______ >
Restart
_descrambling_ _ _ _ _ | _ _ _ _ _ __|_______|\__ __ __ __________ -
-t Content < Content < Content
Cl+ protected Content unprotected Conteni PlayStateChange
— T e (P/ayState:P/ayingP
Show video/unmute

Figure 37 No Rights Event and Purchase Example
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D.6 VOD Session Example (Informative)

AN or video/
CSPG-Cl+ .
Cl +Host broadcast DAE Service
(Cl+ CAM) ¢
object
Power on
° Get BCG metadata
7]
g 4_____B(£meta_data_____
e BCG presentation
=]
o CE-HTML P:
o «— — — —nIM."Page __ ___
o Select Gontent to Purchasg¢ in BCG )
> Connect to PurchasingURL N
Ll
CE-HTML Page
«— — — e
T T T T T T T T T T T T T T T T T T T T T T T T T T T Getservice specificinformation [~ T~ °
(XML HTTP request)
E l«— __CA_vendor_specific message  ___
=
B Send_DRM_ms SendDRMMessage
g ;
4 License Request -
g Optional Commuhication using Cl+ Lpw Speed Communifcation resource with IP extension
=) License
¥ [
| Send DRM msg reply(py,| _ _ _ _ _ _ _ aK_ _ _ _ _ _ -
< Play (URL)
Initiate Content On Demand Session (See [OIPF_PROT])
a Content Content Content
9 |- - -
1t
E- | ca_pmt()
& | _capmtrey( _y|
Content Content Content
[t - -4
| CI+ protected Content > _unprojctsﬁ:ontenﬁ PlayStateChange
(PlayState=PIayingP

Figure 38 VOD Session Example
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Appendix E.  CSPG-DTCP Session Setup Sequence Examples
(Informative)

This appendix describes session setup sequende€&RG-DTCP for following use cases:

* Scheduled Content service (Managed Model),

e COD streaming (Managed Model),

e COD streaming (Unmanaged Model), and

e HTTP streaming and download.

Note that SIP messages over HNI-IGI (between OIfidFI&) are delivered over HTTP as specified in [BIPROT].
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E.1 Scheduled Content Service (Managed Model) (Info  rmative)

Figure 39 describes session setup sequence fod@eldeContent service:

OITF CSPG-DTCP WAN IG Service
-GW
P DTCP-AKE Interactions betwe¢n CSPG-DTCP , WAN-
h GW and IG are ndt standardised.
INVITE (SDP incl. mcast-addr) _
¢ Pass SDP, chegk rights > INVITE (SDP)
If no rights to view this channel, 403 Forbidden will ,
be returned. ~ OK (SDP’)
Pass SDP’
_ OK (SDP) < >
ACK | ACK .
IGMP Join .
JQequest to Join )
IGMP Join
RTP with DTCP-IP
(multicast) RTP (multicast)

A

Change
Channel

IGMP Leave & Join

n
»

Request to change
channel

<

IGMP _Leavel & Join

RTP with DTCP-IP

l (multicast) l RTP (multicast)

Figure 39 Session Setup Sequence for Scheduled GmttService in Managed Networks
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Figure 40 describes CSPG-DTCP initiated teardowguiesece for Scheduled Content service. Note thaFQ@iid
Network initiated teardown sequences are the sandefned in [OIPF_PROT]:

OITF CSPG-DTCP WAN IG Service
-GW

_ Interactions between CSPG-DTCP
RTP with DTCP-IP WAN-GW and IG are not standardised.

(multicast) RTP (multicast)

If required rights is changed in the middle of stream (e.g.,
Pay Per View) and CSPG-DTCP does not have the rights,
terminate a session with SIP BYE (403 Forbidden).

Notify to terminate

g
BYE

A

BYE

OK

OK

A

Figure 40 CSPG-DTCP Initiated Teardown Sequence foscheduled Content Service
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E.2 COD Streaming (Managed Model) (Informative)

Figure 41 describes session setup sequence forst®&ming in Managed Network:

OITF CSPG-DTCP IG Service
P DTCP-AKE | Interactions between CSPG-DTCP
™ "1 and IG are not standardised.
OPTIONS R OPTIONS
_ OK (SDP) _ OK (SDP)
INVITE (SDP) R

Pass Request-URI,SDP
Check rights

Get SDP’ (with updated IP address and port)

< P INVITE (SDP) |
If CSPG-DTCP does not have the rights to view OK (SDP”)
this content, 403 Forbidden will be returned. <
Pass SDP”
< >
OK (SDP™ incl. RTSP URL , session ID)
ACK | ACK .
CSPG-DTCP acts as
RTSP proxy.
RTSP PLAY | RTSP PLAY R
_ OK _OK
RTP with DTCP-IP RTP

—f—

Figure 41 Session Setup Sequence for COD StreamiimgManaged Networks
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E.3 CoD Streaming (Unmanaged Model) (Informative)

Figure 42 describes session setup sequence forsi@&ming in Unmanaged Networks:

OITF CSPG-DTCP Service
CSPG-DTCP acts as RTSP proxy.
P DTCP-AKE ]
RTSP DESCRIBE _ RTSP DESCRIBE o
. SDP’ P SDP
RTSP SETUP R RTSP SETUP _
OK OK

A
A

If CSPG-DTCP does not have the rights to view this
content, 403 Forbidden will be returned.

RTSP PLAY RTSP PLAY

A\ 4
\ 4

OK OK

‘ RTP with DTCP-IP ‘ RTP

A

A

Figure 42 Session Setup Sequence for COD StreamiimgUnmanaged Networks

E.4 HTTP Streaming and Download (Informative)

Figure 43 describes session setup sequence for KHFr&&ming and download:

OITF CSPG-DTCP Service

CSPG-DTCP acts as HTTP proxy.

DTCP-AKE

A
A 4

HTTP GET _ HTTP GET

» L

‘ DTCP-IP ‘ DATA

If CSPG-DTCP does not have the rights to view
this content. 403 Forbidden will be returned.

Figure 43 Session Setup Sequence for HTTP Streamiagd Download
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